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1. Introduction

1.1. Document Scope

The present Galileo Open Service Navigation Message Authentication (OSNMA) User
Interface Control Document (ICD) for the Test Phase contains all information on the OSNMA
protocol that is relevant for the user segment during the Test Phase. The document is
intended for use by the Galileo user community and specifies the interface between the
Galileo Space Segment and the Galileo User Segment and the interface between the Galileo
Service Centre (GSC) OSNMA Server and the Galileo User Segment for what matters the use
of Galileo OSNMA.

The current version of the OSNMA User ICD still contains some TBD and TBC values that
will be consolidated during the OSNMA Test Phase and fixed in succesSive updates of the
document.

1.2. Structure of the Document

The document is structured as follows:

e Chapter 2 describes the OSNMA Message Structure;

e Chapter 3 and 4 provide all the details on the and the MACK messages,

respectively;

e Chapter 5 details various elements related e distribution and the sequencing of
OSNMA;
e Chapter 6 describes the receiver.cr operations.

1.3. Applicable Documents

[AD.1] European GNSS (
Document, Issue 2, 2021

Open‘Service, Signal-In-Space Interface Control

[AD.2] Europea
Phase, Issue 1.

0) Open Service, OSNMA Receiver Guidelines for the Test

1.4. Galileo Ope rvi a tion Message Authentication Overview

me will provide cryptographic data with the purpose of authenticating
ice navigation messages [1] [2]. The authentication protocol here described is
TESLA protocol [3][4][5] and specifically tailored for Galileo Open Service. The
ocol uses message authentication codes generated with a key that is broadcast
with some delay. This key is part of a pre-generated one-way chain whose root is public,
known in advance by the user, and which is transmitted in reverse order with respect to its
generation. The root key is authenticated by a digital signature (ECDSA) [6], and the digital
signature public key can be renewed by a Merkle tree [7]. It is optimized for Galileo by using
the same key chain for all satellites, and allowing the authentication of data transmitted by
other satellites from a given satellite (cross-authentication).

The Open Service Navigation Message Authentication (OSNMA) protocol data are transmitted
within the Galileo I/NAV navigation message transmitted in the E1-B Galileo Open Service
signal. OSNMA data is transmitted only from a subset of satellites, currently up to 20, out of
the total constellation. The OS data of the remaining satellites will be cross-authenticated
through the satellites transmitting OSNMA. The OSNMA protocol can authenticate selected
Galileo I/NAV navigation data transmitted in E1-B and E5b-I as well as F/NAV navigation data
transmitted in E5a-l, as per [AD.1].
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2. OSNMA Message Structure

Galileo OSNMA protocol data are transmitted within the odd pages of the nominal E1-B I/
NAV message.

E1-B
L8l |«
T | & |Dataj| =
sl &l@2 5
3|« @
1)1 16 |40
Ty
B[ &
| w
c o
S|
T [a
1)1

satellites and, fo 3 hat are not transmitting OSNMA data, the I/NAV OSNMA

message will 40-bit sequence of zeros. The subset of satellites distributing the

OSNMA d j dynamically over time and the user has no means to know in

advan s are distributing OSNMA data and which not. OSNMA receivers will
to accordingly.

rovided in I/NAV Dummy Messages or in I/NAV Alert Pages. Any data retrieved
m the OSNMA field of Dummy or Alert Pages shall be therefore discarded. Both I/NAV
d essage and alert page are described in [AD.1].

Within each E1-B I/NAV nominal odd page part an OSNMA message is transmitted and having
the following structure:

OSNMA

'_ ?
S ¥ ||z
o <C —
~ S 5
T e
8 32 40

Figure 2. OSNMA data message

© European Union 2021 5
Document subject to terms of use and disclaimers p. b-c
OSNMA User ICD for the Test Phase, Issue 1.0, November 2021



Two sections compose the OSNMA message: the HKROOT section (first 8 bits) and MACK
section (next 32 bits). The HKROOT and the MACK messages are described within Chapter 3
and Chapter 4, respectively, where a description of the message structure and the message
data contents is provided, including semantics, formats and specific characteristics.

Within an E1-B I/NAV nominal sub-frame, 15 pages are transmitted every 30 seconds, with the
OSNMA data message included within the odd part of the page. This means that 15 OSNMA
data messages as the one represented in Figure 2 are transmitted over 30 seconds. As a
consequence, a 120-bit HKROOT message and a 480-bit MACK message are also transmitted
every 30 seconds. Both HKROOT and MACK messages are split into 15 portions of equal size
(8 or 32 bits) and transmitted within each 40-bit OSNMA data message.

2.1. OSNMABiIt and Byte Ordering Criteria
All data values are encoded using the same ordering criteria defined in [AB.1]:
e For numbering, the most significant bit/byte is numbered as bit/byt
e For bit/byte ordering, the most significant bit/byte is transmitted fi

e Except when noted, all fields are represented as unsigned i
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3. HKROOT Message

3.1.

The HKROOT message is 120 bits long and is transmitted once every 30 seconds, i.e. within
each E1-B I/NAV sub-frame. The HKROOT message is transmitted in 15 sections of 8 bits each
within every 40-bit OSNMA data message.

The HKROOT message begins always with an 8-bit NMA Header field, followed by a 112-bit
Digital Signature Message (DSM) field, constituted by a DSM Header and a DSM block. The
structure of the HKROOT message is represented in the following figure.

NMA N
Header DSM Field
1/15 | 2/15 | 3/15 ‘ 4/15 | 5/15 ‘ 6/15 | 7/15 ‘ 8/15 ‘ 9/15 |1o/15 ‘11/15|1z/15 14/15|15/15
5 | & 2
o e} £
© © ~
Sl DSM Block n |
< o
s | 3 =
= [a)
8 8 104 120
Figure 3. HKROOT
Several DSM blocks, transmitted through rames, form a complete DSM
message whose content is interpreted as p ction 3.2. Each block is transmitted within

esponding DSM Header (described in
section 3.2.1). Different satellites.c different blocks of the same DSM at a given
sub-frame. Details on the sequegncing and theftransmission of the DSM blocks are provided in
section 5.3. NMA Header and D i e described in sections 3.1 and 3.2, respectively.

NMA Header

The NMA Heade S us of the NMA service. The structure of the NMA Header is

NMA Header
- || 3
< a9 e s
= 0 & B3
o« 2
2 2 3 1 8

Figure 4. NMA Header

The contents, format and semantic of the NMAS, CID and CPKS fields are described in the
three following sub-sections, respectively. The last bit of the NMA Header is reserved for
future use.
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3.1.1. NMA Status (NMAS)

The 2-bit NMAS field presents the overall status of the OSNMA. NMAS can assume the values
from 0 to 3, and in the following table the definition and the corresponding semantic for each
value are defined.

NMAS Definition Semantic
0 Reserved
1 Test OSNMA is provided without any operational guarantees.
2 Operational OSNMA is provided according to the specifications.

Navigation data shall not be authenticated with the provided

Don't
3 ontuse OSNMA information.

Table 1. NMAS values and corresponding sema

3.1.2. Chain ID (CID)

The 2-bit CID field represents the ID of the key chai
time a new chain enters into force. Supported v

alue is incremented every
after which the CID rolls over.
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3.1.3. Chain and Public Key Status (CPKS)

The 3-bit CPKS field provides the status of the key chain and public key in force. The CPKS can
assume values from 0 to 7, and in the following table the definition and the semantic of each
possible status value is provided.

CPKS Definition Semantic

0 Reserved

The status of the chain in force (identified by CID,
described in 3.1.2) and the public key in force (identified
1 Nominal by PKID within the DSM-KROOT, defined in 3.2.3.2)
is nominal (i.e., no public key/chain renewal nor

revocation).

2 End of Chain (EOC) described in 3.1.2) is coming to ar / , M-KROOT

(described in 3.2.3) with the root
regularly

en revoked:

Use", then the current chain

. e If NMAS is set
Chain Revoked smitted CID) is revoked.

3 (CREV) (associ

"Operational”, then a previous chain
with a previous CID) has been revoked.

New Public Key
(NP

key in force is being renewed. A DSM-PKR
fined in 3.2.2) with a new public key is transmitted.

A public key is or has been revoked:

e If NMAS is set to "Don't Use", then the current public
lic ked| key (identified by PKID in DSM-KROOT, defined in 3.2.3.2)
( EV) is revoked.

o If NMAS is set to "Operational”, then a past public
key, not anymore in force, has been revoked.

Reserved

7 Reserved

Table 2. Chain and Public Key Status (CPSK) values

Further details on renewal and revocation of chains and public keys are provided in sections
5.5.3 and 5.4.1, respectively.
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3.2. Digital Signature Message (DSM)

As described in Figure 3, within each HKROOT message, a DSM Header (8 bits) and a DSM
block (104 bits) are transmitted. A sequence of DSM blocks forms a DSM, whose length
depends on the type of DSM and the cryptographic parameters in use.

There are two different types of DSM:

e DSM-PKR, providing the public key for the verification of the root key of the TESLA chain
(described in section 3.2.2). The verification of the DSM-PKR is described in section 6.2.

e DSM-KROOQOT, providing a digitally signed KROOT for a TESLA chain (described in section
3.2.3). The verification of the DSM-KROQT is described in section 6.3.

In the following three sub-sections the DSM Header, the DSM-KROOT and the DSM-PKR
messages are described in detail.

3.2.1. DSM Header

3.2.1.1.

3.2.1.2.

The DSM Header provides information about the DSM block being tra @w the sub-
frame. The structure of the DSM Header is represented here be

DSM Header

Figure 5. DMS Header

A DSM message is i¢
block of that DSM
with a DSM B ID
ID fields are described i

iguously by its DSM ID, which is associated also to each
en, each block of the same message isidentified unambiguously
e contents, format and semantic of the DSM ID and DSM Block
ne two following sub-sections, respectively.

ield is a 4-bit identifier of the DSM. As a DSM is transmitted in several blocks
rI/NAV sub-frame), the DSM ID identifies the DSM associated with the current
DSM ID can take values from O to 15.

DSM ID values from 0 to 11 are allocated to DSM-KROOT messages, while DSM ID values from
12 to 15 are allocated to DSM-PKR.

DSM Block ID (BID)

The 4-bit DSM Block ID (BID) field encodes the ID of the DSM block sent by the transmitting
satellite in the current sub-frame. The BID can take values from 0 to 15 and identifies the
position of the block in the overall DSM message: the first block is identified by BID = 0, the
second block by BID =1, and so on, up to a maximum of 16 blocks (with the last block identified
by BID = 15). In order to retrieve a full DSM, all the different blocks have to be recombined in
the order indicated by the BID. The total number of blocks of a DSM is indicated within the
Block O of the DSM, as described later, both for DSM-KROOT and DSM-PKR.

10
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3.2.2. DSM-PKR

3.2.2.1.

A DSM-PKR includes the elements for the provision and the verification of public keys for
DSM-KROOQOT authentication, either for the key in force or for a new key in the case of a Public
Key renewal or revocation. Details on the public key provision are provided in Chapter 5. The
DSM-PKR structure is represented here below. A DSM-PKR can also be used to transmit an
OSNMA Alert Message (OAM, see section 3.2.2.4).

DSM-PKR

)

A =

& ) = v = X a =

2|/ =| B2 2| z|a 3
4 4 (1024 4 4 | lypk | lppp

Figure 6. DSM-PKR Message

Eqg. 1
Where:
* Ipnpkisthelengtho Kfield, expressed in bits;
e 1040 is the si e other fields within the DSM-PKR (NBDP’ MID, ITN, NPKT,

ents, format and semantic of the various DSM-PKR fields are described in the
following sub-sections.

Number of DSM-PKR Blocks (NBpp)

The NBpp field identifies the number of blocks of the DSM-PKR, which will always be the
minimum possible. A DSM block corresponds to the 104 bits of DSM that are transmitted in
a given I/NAV sub-frame, as per Figure 3 above. The 4-bit NBpg value is the entry of a look-
up table that is used to define the number of blocks. The look-up table is provided in the
following table, where for each NBpp value the corresponding number of blocks and the
total DSM-PKR length /pp, expressed in bits, are also provided.
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Number of DSM-PKR total
ARG Blocks length, Ipp [bits]

0-6 Reserved n/a

7 13 1352

8 14 1456

9 15 1560

10 16 1664
11-15 Reserved n/a

Table 3. NBpp values, with corresponding Number of Blocks and R gth Ipp

3.2.2.2. Message ID (MID)

The MID field identifies which leaf of the Merkle tree
nodes transmitted in the Intermediate Tree Nodes.fi
Merkle tree are provided in Section 6.2.

ded, as per Table 4, and

the

MID value | Merkle Tree Leaf i iate Three Nodes

0 mo X1,1 X2,1 X3,1
X0,0 X1,1 X2,1 X3,1

X1,0 X2,1 X3,1

X0,2 X1,0 X2,1 X3,1

X0,5 X1,3 X2,0 X3,1

X0,4 X1,3 X2,0 X3,1

X0,7 X1,2 X2,0 X3,1

X0,6 X1,2 X2,0 X3,1

X0,9 X1,5 X2,3 X3,0

X0,8 X1,5 X2,3 X3,0

10 maio X0,11 X1,4 X2,3 X3,0
11 mio X0,10 X1,4 X2,3 X3,0
12 maiz X0,13 X1,7 X2,2 X3,0
13 mais3 X0,12 X1,7 X2,2 X3,0
14 mai4 X0,15 X1,6 X2,2 X3,0
15 mais X0,14 X1,6 X2,2 X3,0

Table 4. MID field and associated Merkle Tree leaves and intermediate nodes

12
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3.2.2.3. Intermediate Tree Nodes (ITN)

The Intermediate Tree Nodes (ITN) field provides the four Merkle tree nodes necessary to
authenticate the message identified by the Message ID (MID) field. Each node is 256 bits
long, for a total field size of 1024 bits. The nodes are sent following the order defined in Table
4 (e.g. for MID=0, ITN=(xg, 1| [x7,11 %211 x3,1), where (X| | Y) indicates the concatenation of
XandY).

3.2.2.4. New Public Key Type (NPKT)

The New Public Key Type (NPKT) field represents the signature algorithm associated with the
public key provided in the DSM-PKR message, as per the following table.

NPKT value Message
0 Reserved
1 ECDSA P-256
2 Reserveaq

3

4

5-15

Table 5. NPKT field ana

As indicated in the previous table,
is being transmitted. If this is the ca
6.2), the receiver is requeste
OSNMA Server for further updat

3.2.2.5.  New Public Key ID (NP

This field represe t ew public key. Note that, if NPKT is set to 4 (corresponding
AM)”, see Table 5), NPKID is set to 0. NPKID are provided in

vice provision.

3.2.2.6.

e Algorithm (ECDSA) keys, including the sign field and rounded up to a whole
bytes, as per [6].

gth of the NPK field / ypx will depend on the key type indicated within the NPKT field
as indicated in the following table:

Key Type NPK size, Inpk [bits]
ECDSA P-256 264
ECDSA P-521 536

Table 6. Size of the NPK field for different key types

Note that, in the case of an OSNMA Alert Message (field NPKT set to 4, see Table 5), the NPK
field will contain a random sequence of bits allowing the authentication of the message,
following the verification steps described in chapter 6 for the DSM-PKR. In this specific case
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the length of the NPK field will be such that the whole DSM-PKR message fits in the number
of blocks indicated by the NBpp field and therefore, following Table 3 and Eq. 1:

Eq. 2 lPK_OAM = lDP_ 1040

Where Ipx_oam is the length of the NPK field when an OSNMA Alert Message is provided.

3.2.2.7. DSM-PKR Padding (Ppp)

The field Ppp includes padding bits added to the DSM-PKR, when required, in order to reach a
total length /pp that is a multiple of one DSM block, as per Table 3. This means that, following
Eq. 1, the length of the padding bits sequence can be computed as follows:

Eq 3 lPDP = lDP - 104‘0 - lNPK

The content of the Ppp padding field is computed as follo

Eq. 4 Ppp = trunc (lpr; hashy;s %

Where:

e the operator trunc(L,/) retains the [ ificant bits of the input /;

* Xgpis the Merkle tree root an iis th leaf, as defined in 6.2;

e hashy,sgis the SHA-25 ion function [8].

3.2.3. DSM-KROOT
The DSM-KROOT f ides the root key of the chainin force, or that of the next chain,
and the mean Uthenticate those keys using the public key in force. Within the DSM-
KROOT, t tographic functions, the key and tag sizes, as well as other parameters
t fi given'chain, are provided. The DSM-KROQT structure is represented
re bel n the provision of DSM-KROOT are provided within section 5.5
DSM-KROOT
_‘Ej' e} 4 ‘;;
g v | © Hl e «| 5 5 =
sleid gl s 2w g2 2598 &3
(@] 2 = B = N :—6
44222 2|4|a|8]|4a/|12|8 |48 Ik | lps!|lopkll ok
Figure 7. DSM-KROOT Message
The total length of the DSM-KROOT message Ipx (expressed in bits) corresponds to:
lg +1
Eq.5 [... =104 [1 + X1 DS
DK 104
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3.2.3.1.

3.2.3.2.

Where:
* [isthe length of the KROOT field, expressed in bits;
* Ipsisthe length of the DS field, expressed in bits;

e 104 is the total size in bits of all the other fields within the DSM-KROOT (NBpk, PKID,
CIDKR, Reservedl, HF, MF, KS, TS, MACLT, Reserved, WNy, TOWHy, o);

o [n]is the ceiling operator, indicating the least integer greater than or equal to n.

The Reservedl and Reserved fields are reserved for future use.

Following the above, the total length of the DSM-KROOT message Ipk is always an integer
multiple of 104, which is the DSM block length. Padding bits are added to the DSM-KROOT if
needed (Ppg field in Figure 7), as explained in section 3.2.3.13.

The contents, format and semantic of the various DSM-KROOT fields described in the
following sub-sections.

Number of DSM-KROOT Blocks (NBpk)

expressed in bits, are also provided.

DSM-KROOT total
length, Ipk [bits]
n/a
1 7 728
8 832
3 9 936
10 1040
11 1144
6 12 1248
7 13 1352
8 14 1456
9-15 Reserved n/a

Table 7. NBp values, with the corresponding Number of Blocks and the DSM-KROOT total length

Public Key ID (PKID)

The 4-bit PKID field represents the ID of the Public Key (PK) used to verify the signature of the
DSM-KROOQT. Details on the Public key provision are provided in Chapter 5. The cryptographic
operations to be performed by the receiver are described in Chapter 6.
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3.2.3.3.  KROOT Chain ID (CIDKR)

The 2-bit CIDKR field identifies the chain to which the signed KROOT belongs. Note that
CIDKR may not be the same as the Chain ID (CID) in the NMA Header (defined in section
3.1.2), for example when a chain renewal process takes place (see 5.5.3).

3.2.3.4.  Hash Function (HF)

The 2-bit HF field identifies the hash function used for the chain. It is to be interpreted as

follows:
HF value Hash Function
0 SHA-256
1 Reserved
2 SHA3-256
3

Table 8. HF values and correspondin

3.2.3.5. MAC Function (MF)

The 2-bit MF field identifies the MAC function authenticate the navigation data. It is
to be interpreted as follows:

MF valu Hash Function

HMAC-SHA-256

CMAC-AES

Reserved

Reserved

Table 9. MF values and corresponding Hash funct7'ons2

1. SHA-2 family hashes (SHA-256) are defined in the latest FIPS publication [8]. SHA-3 family is implemented according to the Keccak algorithm [9].
2. HMAC-SHA-256 is standardized in [10] and CMAC-AES is standardized [11] and [12].
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3.2.3.6. Key Size (KS)

The 4-bit KS field identifies the entry of a look-up table indicating the length /; of the keys of
the chain, expressed in bits. The look-up table is provided here:

KS value Key length, Ik [bits] KS value Key length, Ik [bits]
0 96 5 160
1 104 6 192
2 112 7 224
3 120 8
4 128 9-15

Table 10. KS values and correspondingkey

3.2.3.7. Tag Size (TS)
The 4-bit TS field identifies the entry of a log @? ating the tag length /,, expressed
in bits. The look-up table is provided here:

g length, | [bits]

Reserved

20

24

28

32

O |00 | N | O

40

10-15 Reserved

Table 11. TS values and corresponding Tag length [bits]

3.2.3.8. MAC Look-up Table (MACLT)

The MACLT is an 8-bit field which corresponds to the entry of a look-up table specifying the
Authentication Data & Key Delay (ADKD) type sequence for the tags provided within the
MACK message. The look-up table can specify a sequence for 1 or 2 MACK messages. More
details about ADKD can be found in section 4.2.1.2.

The look-up table can identify up to 256 sequences. Each sequence specifies the positions
that are fixed with the associated ADKD type, and the positions whose ADKD type is flexible,
which will be dynamically allocated on every MACK message and authenticated through
MACSEQ field (see section 4.1.2). The MACLT field is constant when a TESLA chain is in
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3.2.3.9.

3.2.3.10.

3.2.3.11.

3.2.3.12.

3.2.3.13.

force. Annex C provides the MAC Look-up Table bit interpretation and defines the currently
available ADKD sequences.

KROOT Week Number and Time of Week (WNK and TOWHK)

The 12-bit KROOT Week Number (WNg) and the 8-bit Time of Week (expressed in Hours,
TOWH) parameters provide the time associated with a KROOT referred to Galileo System
Time (GST), as explained in section 5.5.1.

Random Pattern a

The 48-bit a field includes the random pattern to be included in the hashing process of the
chain, as per section 6.3.

KROOT

KROOT is the root key associated with KROOT Time (WNg and TOWH) and signed, together
with the chain information, in the DSM-KROOQT.

The length of KROOT is fixed, equals the key size /¢ and it is provided wij
section 3.2.3.6).

Digital Signature (DS)

The DS verification is performed according to th
the key identified by PKID, as per section 6.3.

DSM-KROOT Padding (Ppy)

The field Ppy includes padding bits ad DSM-KROOQT, when required, in order to
reach a total length /p, thatisa iple of onedDSM block, as per Table 7. This means that,
following Eq. 5, the length of the padding bit' sequence can be computed as follows:

Eq. 6 =flpx — 104 — lx — lps

The content o P g field is computed as follows:

Ppx = trunc(lppy, hashyzs6(M||IDS))

e the operator trunc(L,/) retains the L most significant bits of the input /;
e M and DS are the message and the digital signature, as they are defined in Chapter 6;

e hash,,s4is the SHA-256 hash operation function.

H25

18
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4. MACK Message

The MACK message is 480 bits long and is transmitted once every 30 seconds, i.e. within each
E1-B I/NAV sub-frame. As already discussed in Chapter 2, the MACK message is transmitted
in 15 sections of 32 bits each within every 40-bit OSNMA data message.

Each MACK message contains several truncated Message Authentication Codes (MACs),
or tags, with associated specific information data (Tag-Info), and a TESLA key. The tags are
obtained by generating a certain MAC, following the specific information within the Tag-Info
field (see section 4.2.1), and then truncating it (starting from the MSB) to the length defined
by the Tag Size (TS) field within the DSM-KROQT of the chain in force (see section 3.2.3.7).
Within each MACK message one or more tags with associated information are transmitted
within the Tags&Info message section. The MACK message also inc s a MACK Header,
described in section 4.1.

The structure of the MACK message is represented in the follg

MACK Message

Total (bits)

ACK Header
&I

480

igure 8. MACK Message

As represented i re above, a zero-padding sequence is added at the end of each
MACK mes i 0 match the length of 480 bits.

siz at and semantic of the various sections of the MACK message
e are discussed in the following sections.

4.1. M. He r

Within the MACK Header, the TagO and the MACSEQ are transmitted. The structure of the
MACK Header is represented here below:

MACK Header
gz 2
(=] Q o
G |
— % % [
< || &
lt 12 4 Ly

Figure 9. MACK Header
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The Reserved? field is reserved for future use. The format and content of the fields of the
MACK Header are described in the following sections.

4.1.1. Tag, Field

The Tag field contains a tag obtained by truncating a MAC of type “ADKD=0" for the satellite
transmitting the OSNMA data. ADKD is defined in section 4.2.1.2. As for any tag, the length
of the Tag, field /¢ is identified by the Tag Size (TS) field within the DSM-KROOT of the chain
in force (see section 3.2.3.7).

The verification of the Tag, field is described in section 6.7.

4.1.2. MACSEQ

MACSEQ is a 12-bit field that allows the receiver to authenticate the Tag-Info field for the tags
whose ADKD type is identified as flexible within the MAC Look-up Table ($ee section 3.2.3.8).

The generation and verification of the MACSEQ field is described in secti

4.2. Tags&Info

The Tags&Info section contains a sequence of tags and ass@eiate -Infa, which are needed
for the generation of the tags, as represented in the foll

Tags&l
Tag 1 1ag)? agn;,—1
B,
0 ; o |
O
= =
l, | 16 || [, | 16

1480 — Iy
=T T 16

Where:

e Igisthe key length (see section 3.2.3.6);
e [tisthe taglength (see section 3.2.3.7);
o [nlisthe floor operator, indicating the greatest integer less than or equal to n.

Considering the above and referring to Figure 10, the last tag would be the tag n; -1, as the
Tagg within the MACK Header needs also to be accounted within the n; tags.
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4.2.1. Tag-Info

The 16-bit Tag-Info section contains the necessary information to generate a tag and to
identify the corresponding authenticated data. The Tag-Info section is represented in the
following figure:

Tag-Info
o~ M
o ° 5
()

= 7 c a
o [m)] Q -
o e o s
€ || &

co
~
~
=
(o))

Figure 11. Tags&Info Message

The contents, format and semantic of various Tag-Infa field desgribed in the following
sub-sections.

4.2.1.1. PRNp

na ion data which is authenticated
capability to authenticate data from

The PRNp field identifies the satellite trans
by the tag. The OSNMA protocol is designe
Galileo as well as from other systems conv
the other systems is indicated in

PRND Field value Assignment
0 Reserved
1-36 Galileo SV|p 1-36 (see note3)
37- Reserved
55 Galileo constellation-related information (not satellite specific)

Table 12. Assignment for the PRN, field

Note that the value 255 is introduced to identify Galileo constellation-related information
t not satellite specific. This might refer to the case of a common set of data being
transmitted by all satellites and therefore in principle can be authenticated independently of
the specific satellite that transmitted it.

In order to verify the tag as described in section 6.7, the notion of which satellite is providing
the authentication information (e.g. tags, Key, ...) is required, as is the satellite transmitting
the data to be authenticated and identified by PRNp. In section 6.7, the satellite transmitting
the authentication information is identified with the PRN, parameter. Considering that
authentication information can only be provided by Galileo satellites, PRN, will take the
value of the SVID of the Galileo satellite transmitting the authentication information, from
1 to 36, as per Table 12. In the following table, PRN and PRN, definitions are recalled for
clarity and referring to the tag verification process described in section 6.7.

3. SV|p parameter transmitted within the Galileo I/NAV Word Type 4 and assuming values from 1 to 36, as specified in [AD.1]
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. .. Possible
Parameter Definition values

Identifies the satellite transmitting the navigation data to
PRNp be authenticated by a specific tag. It is provided within the 0-255
corresponding Tag-Info section

Identifies the satellite transmitting the authentication information

(e.g. tag, Key, ...). It is not transmitted within the OSNMA message

and it assumes always the value of the SVID of the Galileo satellite
transmitting the information

PRN 5 1-36

Table 13. PRNp and PRN, definition

4.2.1.2. Authentication Data and Key Delay (ADKD)
The 4-bit ADKD field describes the authenticated navigation data, use

o generated the
associated tag. ADKD can assume values from 0 to 15, and for eachl o e values the
corresponding authenticated data and PRNj are provided in the fallow or Galileo

ADKD Galileo Authenticated Data PRNpD

Galileo I/NAV Ephemeris,

The tag authenticates I/NAV dat Word Types 1 SV|p of the Galileo

0 to 5, retrieved from eith -B , including: satellite transmitting
° IODnav, Ephemeri 5b), SVID, Clock the data to be
correction, lonosph correction, BGDs, HS and DVS authenticated
ags.
1-3 Reserved
Timing Parameters
ticates the following I/NAV data from
4 ypes 6 and 10 (retrieved from E1-B 5555

Word Type 6) and GST-GPS conversion
parameters (Word Type 10).

Reserved

Slow MAC (additional 10 sub-frame delay, see section
5.6.2) - Galileo I/NAV Ephemeris, Clock and Status
12 The tag is generated as per ADKD=0 definition, but Same as ADKD=0
using a key that is published with an additional 10 sub-
frames delay (5 minutes).

13-15 Reserved

Table 14. Galileo Authenticated Data with corresponding ADKD and PRN, information

4. TOW will be removed from the ADKD4 bit mask in a following version of this document.

5. PRN 255 will be replaced by the SV, of the Galileo satellite transmitting the data to be authenticated in a following version of this document.
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42.72. Tag

4.3. Key

The tag field contains the truncated MAC starting from the MSB, of length /¢, as defined in
the Tag Size (TS) field of the DSM-KROOT of the chain in force. The link between a tag and the
data it authenticates is described in Section 5.6.1.

The key field contains the TESLA chain key. The specific key transmitted by a certain satellite
within each MACK message and its position in the chain depends on the applicable time, as
defined in section 5.5.
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5. OSNMA Data Provision

5.1.

5.2. Distribution of OSNMA Data through Ga

Within this chapter, elements related with the distribution of the data previously described
are discussed. The chapter deals in particular with the sequencing across the different
satellites of the Galileo constellation and across time. It also presents the public key and
TESLA chain management processes.

OSNMA Test Mode

As specified in section 3.1.1, OSNMA data might be provided in test mode. Such status is
notified to the users through the NMA Status flag (NMAS). When OSNMA data is provided in
test mode:

e NMAS is set to “Test” in all cases in which NMAS would be configured to
as per the other sections of this document (e.g. step 2 of the p
process). More specifically, NMAS is never broadcast as “Operatio

is operated in test mode.

“Operational”,
revocation
he service

. Test mode does not
keyevocation process).

e CID and CPKS flags are used as specified in this do
behaviour of CID and CPKS flags.

2st mode does not change

The OSNMA data message described in er2
satellites, and for the satellites that are itting OSNMA, the I/NAV OSNMA message
of Figure 2 will contain a 40-bit seguence of zer

The subset of satellites distri
the user has no means to
which not. OSNMA receive

SNMA data is changing dynamically over time and
which satellites are distributing OSNMA data and
to be designed accordingly.

in section 3.2, the DSM message is transmitted over several DSM blocks,
their DSM Block ID (BID, see section 3.2.1.2). These blocks are scattered across
different satellites and each satellite is transmitting the blocks sequentially (i.e. BID=0, BID=1,
...). This allows a receiver to determine the preceding and/or incoming DSM block for each
satellite. A receveir can reconstruct the DSM combining the blocks from one or multiple
satellites.

Within a given sub-frame, all satellites transmit blocks belonging to the same DSM message,
identified by its DSM ID (section 3.2.1.1). A DSM associated with a given DSM ID is transmitted
entirely and at least once before the transmission of another DSM.

Different DSM messages may be transmitted by the system, in an alternating manner, as
shown in the following sections 5.4 and 5.5. In such a case, a DSM associated with a given
DSM ID is transmitted in its entirety before the transmission of another DSM message6.
Alternating DSM messages always have different DSM ID.

6. During the Test Phase, DSM messages may not be transmitted entirely while being alternated during renewal and revocation operations.
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During the transmission of a DSM-KROOQT, the NMA Header remains constant, and it coincides
with the NMA Header information authenticated by the DSM-KROQT.

5.4. Public Key Provision

The public key in force, together with its ID and signature algorithm, is provided in the DSM-
PKR message (see section 3.2.2) at defined times (TBD) and also published in the OSNMA
server (see Annex D for the interface to the GSC OSNMA server), together with the relevant
information required to verify that (as described in 6.2).

Note that only one public key is in force at any time, corresponding to the one with the
highest PKID, which is also provided within the DSM-KROQT. Public Keys are published with
increasing PKID values.

Even though a public key is expected to be in force for several years, a public key renewal
process mechanism is foreseen in this specification. The processes of{ublic key renewal and
revocation are described in the following section. Note that a public keyarenewal does not
imply a TESLA chain renewal (discussed in section 5.5.3).

5.4.1. Public Key Renewal and Revocation

The public key renewal mechanism is depicted in Figire 12.@nd comprises the following
steps:

e Step 1: the NMAS flag remains set to “Operational” but‘the CPKS flag is set to “New
Public Key” (NPK), reporting that the publi€keyin foreef is going to be replaced. During
this step, which has a maximum duration of 24 _hours [TBC], the DSM alternates two
messages with different DSM IDs: al@SM=-KROOT Aerifiable with p, KROOT(i,p), and DSM-
PKR for the new public key p’, PKR(p’),where PKID(p’)>PKID(p).

e Step 2: p’ enters into forceawith the transmission of a new DSM-KROOT verified with p’,
KROOT(i,p’). The DSM alternates the new DSM-KROQOT with PKR(p’) from Step 1. In Step
2, CPKS is maintainedas NPK foramaximum duration of 24 hours [TBC]. When p” enters
in force, p and any othef public key with a PKID < PKID(p’) is declared not in use, so at a
given time onlymone public key is in force. From this time, the receiver must discard any
previously stored public key.

e Step 3:“CRKS isset back to “Nominal”, and only the DSMs of KROOT(i,p’) are transmitted.

Step 1 Step 2 Step 3
/\ 1 /\ Y_/\
/ \'/
NMA status | OoP
CPKS Nominal NPK Nominal
DSM | KROOT(i,p) | KROOT(i,p), PKR(p') | KROOT(i,p'), PKR(p') | KROOT(i,p’)
PK in force p p'
o >
PK transition time

Figure 12. Public Key renewal
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The public key revocation process is followed only when the public key in force is revoked.lt
is not expected to occur in nominal operation. The public key revocation process is depicted
in Figure 13 and comprises the following steps:

Step 1: The NMAS flag is set to “Don’t Use” (DU) and the CPKS flag is set to “Public
Key Revoked” (PKREV) for a duration of 2 hours [TBC], reporting that the public key p is
revoked. A DSM-PKR with the new public key p”and a new DSM-KROOT with a root key for
a new chain /', authenticated with p’, start to be broadcast. By transmitting KROOT(i",p’),
the new key p” enters into force.

Step 2: The NMAS is set back to “Operational” (OP). The PKREV flag reports that the
previous public key has been revoked and remains set for 22 hours [TBC]. The chain
i" enters into force at the same time. From this time on, the receiver shall discard any
previous public key and any KROOT associated with the previous TESLA chain.

Step 3: CPKS is set back to “Nominal” and the DSM-PKR stops being transmitted.

Step 1 Step 2 Step 3
v \
NMA status opP DU OP
cpks [ Nominal PKREV_ [ | Nominal
cID i | /
DSM | «root(i,p) PKR(p")l, KROOT (i, p’) | KROOT(i', p")
PK in force p : p’

s <> >
PK Chain time

transition \transition

Figure 13.“Public Key revocation

Note that the receivershall prevent any key that has been subject to a renewal or revocation
process from being further used.

5.5. TESLA Ghein Prevision

Withingthishsection, various elements related with the provision of the TESLA chain are
deseribed.

5.5.1. Time of@@plicability

The TESLA chain is associated to a time of applicability, GST,. This time is provided with the
root key of the TESLA chain, KROQT, in the DSM-KROOT message (see section 3.2.3). The
time of applicability GST, is provided in the form of Week Number (WNy) and Time Of Week
(expressed in Hours, TOWHy), as explained in section 3.2.3.9. These parameters are defined
as follows:

KROOT Week Number (WNy) is represented with 12 bits and is defined, as in the case
of Galileo GST defined in [AD.1], as an integer counter that gives the sequential week
number from the GST start epoch;

KROOT Time Of Week (expressed in Hours, TOWHy) is defined as the number of hours
that have elapsed since the transition from the previous to the current week. The TOWH
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covers an entire week from 0 to 167 hours and is reset to zero at the beginning of the
week.

WN and TOWHy are relative to the GST start epoch as specified in [AD.1].

KROOQT is the key immediately preceding the first key of the chain and is nominally associated
with the sub-frame starting at GST,-30 sec. Thus, it will never be used for MAC/tag production,
as it relates to a time before the chain enters into force. The time of applicability of the chain
GST, is associated to the first key of the chain.

In order to facilitate the key verification process, the concept of floating KROOT is included
in the OSNMA protocol. This concept allows transmitting several KROOTs, associated with
different times of applicability, while a chain is in force. This facilitates the authentication of
TESLA keys and allows users to verify reception of updated DSM messages.

Following the above, a new floating KROOT will be provided at least odee per day and at most
once per hour?. This means that, in nominal operation conditions, no -KROOT with an
applicability time GST,, dating back more than 1 day (TBC) will be tr.

5.5.2. Key Sequencing

The TESLA keys, transmitted while the CID (section 3.1
that is common to all the Galileo satellites providing
same key at the same epoch.

constant, belong to a chain
satellites transmit the

TESLA keys are provided in the MACK mes e r 4). They are transmitted in
reverse order with respect to their generati erdihe TESLA protocol [3].

5.5.3.  TESLA Chain Renewal and Revocatio

Similarly to the public key, th SLA chain be renewed or revoked as explained in the
following lines. The chain renew ocessis the usual process to follow when a TESLA chain
is coming to an end. Th en | process is depicted in Figure 14 and comprises the
following steps:

e Step1:the ey Status (CPKS) flag (section 3.1.3) is set to “End of Chain”
e current chain i is coming to an end. A new DSM-KROOT for the
new c 'S itted. During this step, the DSM alternates two DSM-KROOTs: the
rently in force KROOT(i,p), where p is the public key in force, and the

one , KROOT(i",p). This step has a duration of 24 hours [TBC].

: the transition time, the new chain i’ comes into force. The CPKS is set to
“Nominal”, the Chain ID (CID) (section 3.1.2) is set to i and the DSM transmits only the

-KROOT for the new chain KROOT(i",p). The previous chain i is considered expired
and the receiver shall discard any parameter related to the previous chain.

7. During the Test Phase, floating KROOT will not be provided when a renewal or revocation process is taking place.
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Step 1 Step 2

A I AN
: e I
NMA status oP I
CPKS Nominal EOC Nominal
CID { i’
psm [ kRoOT(;,p) [ KROOT(i, p), KROOT(Y', p) KROOT({', p)
<& >
Chain transition time

Figure 14. TESLA chain renewal

The chain revocation process is followed only when the chain in force is revoked. It is not
expected to occur in nominal operations. The chain revocation process is'depicted in Figure
15 and comprises the following steps:

Step 1: the NMAS flag (section 3.1.1) is set to “Don’t Use” (DU) andythe CPKS is set to
“Chain Revoked” (CREV), reporting that the chain in force jds revekedyFhis step has a
duration of 2 hours [TBC]. A new DSM-KROOT(i',p)4with the ra6t key of a new chain /'
is transmitted. Its WNy / TOWH fields may refer to a time inthe past, even though the
chain is not yet in force because the CID has not yet beenmyupdated. The receiver may
store the new KROOT but it must wait until the new'chain comes into force in Step 2. The
receiver must discard any KROOT related to the previoussehain /.

Step 2: The CID is set to i, reporting that the’new /chain is in force. The NMAS flag is
set back to “Operational” (OP). ThefCPKS is “mainfained as CREV for a duration of 22
hours [TBC], to report (in combinationaWith the NMAS, as described in 3.1.3) that the
previous chain has been revoked. The receiver can start the NMA service. For that, it
must perform the required number of chain steps to authenticate the new keys with the
newly received KROOT, ds explained in Section 6.3.

Step 3: The CPKS flag is'set to “Nominal”.

Step 1 Step 2 Step 3
//\;/_/R/ /\
\
NIVA status oP DU I oP
CPKS Nominal ICREV | Nominal
ciD i | i
psMm | KrROOT(i, p) | I KROOT(i’, p)
1
o >
Chain transition time

Figure 15. TESLA chain revocation
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5.6. Tags Distribution

5.6.1.

5.6.2.

Applicable Keys for Tags

Within this section a number of aspects related with the distribution of the tags are discussed.

Tag ldentification and Accumulation

A tag retrieved in a sub-frame transmitted at the time GSTq is associated to navigation data
transmitted in the previous sub-frame, transmitted at the time (GSTg¢ — 30 sec). As explained
in Chapter 4, tags are transmitted together with their related Tag-Info fields, and therefore a
certain tag is also associated to a specific data mask (ADKD) and satellite (PRNp).

Defining a minimum equivalent tag length Ltmi” as the minimum number of tag bits that are
required to authenticate a certain data, the authentication of that data can be obtained by
verifying a tag of length L, such that

Eq. 9 l, > L

Alternatively, several (shorter) tags can be accumulated i o) the minimum
equivalent tag length such that

Where N¢is the number of tags of length Ly, jated to the same data, to be accumulated
in order to perform authentication.

The concept of tag accumulationgsf discuissed in [AD.2], where a requirement in terms
of minimum equivalent tag length neces o perform authentication is also provided.

An offset of one

that'is broadcast with an additional 10 sub-frames delay. This is labelled
C”. As a consequence, an additional delay of 10 sub-frames shall be taken
ccount when selecting the key to be used for a tag with an ADKD=12.
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6. Receiver Cryptographic Operations

6.1.

Within this chapter the various steps to be performed in order to verify the different
cryptographic elements are described. Further details including conditions and requirements
at user receiver level necessary to perform OSNMA as well as complementary guidelines
are provided in [AD.2]. Notation, functions and operators that are common to the various
sections within the chapter are introduced within section 6.1.

Common Cryptographic Functions and Operators

In order to improve the readability of the chapter, common functions, operators and notation
are introduced within this section and are to be considered valid for the entire chapter.

Main Cryptographic Functions

The following are the main cryptographic functions used within the cha Q

* hashy,s6(m) is the SHA-2568 hash operation function appli e essage m.

* hashpgin (M) is the specific hash function used for the nasindicated in the HF

field of the DSM-KROOT (see section 3.2.3.4).

) field of the DSM-PKR message and is also provided on
s described in Annex D) in case the public key is retrieved there.

EC and hash function | Signature length Iy [bits] Key length [bits]
56/SHA-256 512 256
P-521/SHA-512 1056 9 521

Table 15. Supported ECDSA algorithm

For the time being, and according to current standards [6], Elliptic Curve Digital Signature
Algorithm (ECDSA) with different key lengths is considered for the DSM generation. Future
revisions might consider additional signature algorithms. Note that the length of the input
to the signature algorithm x has to fit an integer number of bytes, and if this is not the case
it needs to be zero-padded.

8. SHA-256 belongs to the SHA-2 family hashes, which are defined in 8]
9. In the case of ECDSA P-521, the digital signature is composed of a pair of 66-bytes signatures, being transmitted consecutively over 528-bits
each. The elliptic curve point coordinate is represented by the 521 least significant (rightmost) bits, as per [14].
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6.1.2. Operators

The following are the main operators used within the chapter:

e trunc(L,l) is the truncation function retaining the L most significant bits (MSB) of the
input /;

e (X||Y) concatenates bitset X to bitset Y, with X at the MSB.

6.2. DSM-PKR Verification

The user is required to authenticate the ECDSA public key or service message received in
the DSM-PKR, against a Merkle root, using the hashing algorithm that was used for the tree
generation (currently being SHA-256). The system might use in future.SHA3-256 for the tree
generation. The Merkle root can be loaded in the receiver in the factary or retrieved from
the OSNMA server with the associated information of what algorithaiste,be used for the
tree generation.

The Merkle tree leaf m;, identified by the Message ID (see se€tionns.2:202))'is generated as
follows:

Eq. 11 m; = (NPKT||NPKID||NPK)

Where NPKT, NPKID and NPK are desgfibed in seetion 3.2.2.

The Galileo OSNMA protocol use§’a Mérkle tree that can authenticate N = 16 leaves (m,, ...,
mys), as represented in Figure 164 A Merklestree leaf m; is validated against the Merkle root,
X4 0, by means of the intepmediatethee nodes x; ; (see section 3.2.2.3). Further details on the
Merkle tree can be found in [AD.2].

Figure 16. Galileo OSNMA Merkle-tree

The base nodes of the tree x_(0,i) can be computed as follows:

Eg. 12 Xo,; = hashp;s6(m;)

With i=0,...,N-1
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The other nodes x; ; are computed as follows:

Eq. 13 Xji = haShyzss(xj—in”xj—1;2i+1)

With:
e j=1,..,4 denotes the level in the tree;
e =0,...,24J-1, for each j.

To verify the Merkle tree leaf m;, the nodes have to be computed until reaching the root
X4 o, then the obtained value shall be compared with the stored one. Additional details and
examples of the DSM-PKR verification can be found in [AD.2].

6.3. DSM-KROOT Verification
The DSM-KROOT digital signature is produced generating a mess , CO nating the

various DMS-KROOT fields as described below:

Eq.14 M= (NMA Header||CIDKR||Reservedl||HF||MFE CLT|| )
' - ... Reserved||W Ny ||TOW H,
Where:
e NMA Header corresponds to the 8-bi A eld as per section 3.1,
e The remaining fields are describéd i onj3.2.3.
The digital signature DS is generate follo
Eqg. 15 DSs= signature(M||P)
Where P is a quence such that the length of the input for the signature

algorithm fits an ber of bytes.

The TESLA kéys belong to a chain that starts with a random seed key K, which is only known
by th MA provider, and ends with a root key K, that is public and certified through the
DSM-KROOT.

The seed key K), and the root key K, are related to each other through a function F such that:

Eq. 16 Ko = FN(Ky)

Where F,, means recursively applying N times the function F, so that each element of the
chain can be constructed by applying F to the previous element, as follows:

Eq 17 KI = F(Kl‘l'l) = trunc (lk, hashchain(KI+1||GSTSF_l||a))
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Where:

e |isthe index of the key in the chain as from section 5.5.2;

e [ isthe key size as from section 3.2.3.6;

e aisthe unpredictable chain pattern identified in section 3.2.3.10;

* GSTggisthe Galileo System Time at the start of the 30-second sub-frame in which the key
K, is transmitted and is represented as a 32-bit unsigned integer as per [AD.1]. For Galileo
E1 I/NAV, this is the E1 sub-frame start time minus 1 second. Note that for evaluating K,
the following applies:

Eqg. 18 GSTsr; = GST, — 30 [seconds]

ATesla key K; can be verified against the root key K, , by computing £
result with K. The number of hashes to be performed to verif v
following equation.

omparing the
s given by the

Eq 19 _ GSTSF,I -GS
30

Similarly, it can also be verified against a pr
Kj, such that (J</), by computing FH(K

authenticated key from the same chain
the results with the stored Kj

6.5. MAC Look-up Table Verifica

The tag ADKD sequence
up table, as defined in
shall match the o

ar or totally fixed for each chain through the MAC look-
3.213.8. When fixed, the ADKD type of the tag being verified
indthe look-up table.

6.6.

generated with the same key and MAC function as the rest of the MACs in the
K message and it is verified by comparing the received value (see section 4.1.2)
alue computed locally as follows:

Eqg. 20 MACSEQ = trunc(12, mac(K, m))

Where K'is the key from the TESLA chain used for the Tag, generation (see section 5.6.2) and
m is computed as follows:

Eq. 21 m = (PRN,||GSTsp|IMFLEX,||MFLEX,||... IMFLEXy)

with
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6.7. Tag Verification

PRN,isan8-bitunsignedintegerthatidentifiesthe satellite transmitting the authentication
information and it takes always the value of the SV, of the Galileo satellite transmitting
the information (see section 4.2.1.1);

GSTgr is defined as the start of the 30-second sub-frame in which the MACSEQ field is
transmitted and is represented as a 32-bit unsigned integer as per [AD.1];

MFLEX;, with =[1...n] are the Tag-Info fields to be authenticated. MFLEX; represents the
Tag-Info field (as per section 4.2.1) of the first tag in the current MACK message defined
as flexible in the sequence provided by the MAC Look-up Table. MFLEX), represents the
Tag-Info field of the last tag in the current MACK message defined as flexible within the
sequence provided by the MAC Look-up Table.

In the case there are no tags defined as flexible in MACLT entry, the following simplified
expression applies

The tags provided in the MACK message are generated(@
the tag is generated as:

tags other than Tag,

Eqg. 23 tag = trunc(l; (K, )
Where:
* liisthe length of the ta inediin,3.2.3.7;
e Kisthe key from the T chain used for the tag generation identified as discussed in

section 5.6.2;

m is computed'e

PRN, |PRN, || GSTsp ||CTR|INMAS||navdatal| P)

dentifies the satellite transmitting the navigation data to be authenticated and is
provided within the corresponding Tag-Info section (see section 4.2.1.1). In the case PRN,
is set to the value “255” (e.g. ADKD=4), PRN=PRN shall be used for the computation
of m as from Eq. 25;

PRN , is defined in the section 6.6 above;

GSTgp is defined as the start of the 30-second sub-frame in which the tag is transmitted
and is represented as a 32-bit unsigned integer as per [AD.1];

CTR is an 8-bit unsigned integer identifying the position of the tag within the MACK
message; it has a value of ‘1’ for the first tag in the tag sequence, incrementing by one
for each subsequent tag of that message;

NMAS is transmitted within the NMA Header (see section 3.1.1);
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e navdata is the concatenation of the navigation data from the previous sub-frame being
authenticated, obtained as indicated in 4.2.1.2 and Annex B for the corresponding ADKD
indicated within the Tag-Info field;

e Pis a zero-padding sequence such that the length of m fits the minimum number of
integer bytes.

The message m is unique for each tag.

Similarly to the above, in the case of Tagg, the computation becomes:

Eq. 25 Tag, = trunc(l, mac(K, mo))
Eq. 26 mey = (PRN,||GSTsp|ICTRIINMAS||Inavdatal|P)

Where CTR equals 1, as Tagg is always the first tag of the MACK me
can be locally generated by the receiver and verified by comparing
values.
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Annex A - List of Acronyms

ADKD Authentication Data & Key Delay
AES Advanced Encryption Standard
BID Block ID

CID Chain ID

CMAC Cipher-based Message Authentication Code
CPKS Chain and Public Key Status
CREV Chain Revoked

DSM Digital Signature Message
DSM-KROOT DSM for a KROOT

DSM-PKR DSM for a PKR

DU Don't Use

ECDSA Elliptic Curve Digital Signature Algorithm
EOC End Of Chain

GSC European GNSS Service Centre
GST Galileo System Time

HF Hash Function

HKROOT Header and KROOT

HMAC Hash-based Message Authentication Cod
ICD Interface Control Document

10D Issue of Data

ITN Intermediate Tree Node

KROOT Root Key

MAC Message Authentication e
MACK MAC and Key

MACLT MAC Look-

MACSEQ MAC Sequ

MF

MID

MSB

NB

NMA

NPK Public Key

NPK New Public Key ID

NPKT New Public Key Type

OoP Operational

0sS Open Service

PK Public Key

PKID Public Key ID

PKR Public Key Renewal

PKREV Public Key Revocation

PRN Pseudo Random Noise

SHA Secure Hash Algorithm

SIS Signal In Space

TESLA Timed Efficient Stream Loss-Tolerant Authentication
TOW Time of Week

WN Week Number
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Annex B - Authenticated Data Concatenation Format
]

Within this annex, the exact format of the authenticated data for each entry of Table 14 is
described. For each set of data a bit mask to extract the data from the corresponding I/NAV

word is provided within [AD.2].
B.1 Galileo I/NAV Ephemeris, Clock and Status (ADKD=0 and ADKD=12)

The format of the authenticated data for the cases ADKD=0 and ADKD=12 for Galileo is
provided in the following figure, where selected data from I/NAV Word Types 1 to 5 are

concatenated.

data from Word Type 2 data from Word Type 3 data from Word Type 4

| data from Word Type 1
Clock Correction

Ephemeris (3/4)

ESbpys
E1Bpys

is (1/4)

£
£
=
°
e

aiy

10Dpay

¢l e
)

10Dpay

10Dpay
An
Cue
C
Cre

s
S|=| 2 e~ el

A12

v

foe
My
—
—

© [SISA(ELESD)
10D pay
SvID

16|16 10| 6| 16 | 16 |14|31|21| 6 |11|11

32|10 |32|32|32|14|10| 24| 16|16| 16

1014|3232

words provided within

the Word Types 17-20. As specified within [AD.1], the ¢ > be respected is that the

concerned Words 1-4 and the parity words 17-

B.2 Galileo I/NAV Timing Parameters (ADKD

The format of the authenticated data for t S KD=4 for Galileo is provided in the

I/NAV Word Types 610 and 10 (retrieved

following figure, where selected dat@fr el
from E1-B only) are concatenated:
e 6 data from Word Type 10
ion parameters - GST'S;";;‘::‘;?;S"’“ g
< | = Q =
) %) L, & ©) ©) g —
= S| =] 9 - &) 4]
SHEEIN AR
8|8 3|8|20] 16 | 12 8 6 161

Figure 18. Concatenated Authenticated Data for ADKD=4

10. TOW will be removed from the ADKD4 bit mask in a following version of this document.
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Annex C-—MAC Look-up Table

The OSNMA protocol allows the receiver to authenticate different data from different
satellites. The tag sequence is partially fixed for each chain through a look-up table, whose
entry is provided in the MACLT field, described in 3.2.3.8. Table 16 defines the MAC look-
up table with the associated ADKD sequences. New sequences might be added in future
updates of this ICD.

The first column (ID11) is the entry value to the table as per the DSM-KROOT MACLT field
defined in 3.2.3.8. It is maintained for the duration of the chain. The second column (Msg)
specifies the number of MACK messages (1 or 2) for which the sequence is defined. When it
is equal to 2, the sequence starts with the MACK message transmitted in the first 30 seconds
of a GST minute. The third column (nt) is the number of tags per MACK . message, as defined
in 4.2. The last column specifies the tag slot sequence, and should be i reted as follows.

Every slot is represented by three characters:

e Flexible slots are represented as ‘FLX". They are not fixe able and their

Tag-Info data is authenticated as per 6.6.

as per 4.2.1.2) and the
Galileo cross-authentication.

e All other slots are fixed. Their first 2 characters d
last character means ‘S’ for Self-authentication
For example, ‘125" means ADKD = 12, sel
Galileo cross-authentication. The first e he sequence is always fixed to ‘00S’
and corresponds to Tag0, as described i

ID | Msg | nt Sequence

27 2 6 , 12S, 00E 00S, 00E, 00E, 04s, 12S, 00E

28 2 10 |00S, OOE 0OE, OOE, 125, O0E, OOE|  00S, OOE, 0CE, 00S, 00E, 00E, 04S, 12S, 00E, 00E

31 2 5 , 00E, 125, 00E 00S, 00E, 00E, 12S, 04S

33 6 , 00E, 04S, 00E, 12S, 00E 00S, 00E, 00E, 12S, 00E, 12E

Table 16. MAC Look-up Table

11. The IDs specified in this version of the document are the ones supported for the Test Phase.
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Annex D-Interface with the European GNSS Service Centre
(GSC) OSNMA Server

The aim of this annex is to explain how a user can retrieve the OSNMA crypto material from
the GSC web portal. Additionally, the GSC web portal will provide information on recovery
actions in case an OSNMA Alert Message is broadcast.

D.1. Accessing the Web Portal

Users can access the web portal via: https://www.gsc-europa.eu

D.2. GSC Registration Process

In the landing page, users need to click on the top link “REGISTER”.

B curopean GNSS Service Centre | X 4+ X

¢+ o [Comme ] ‘@

[E Lista de lectura

GALILEO GNSS MARKET & ELECTRONIC SYSTEM & PPORT TO Q
APPLICATIONS LIBRARY SERVICE STAT DEVELOPERS

GALILEO
HELP DESK

OUR EXPERTS WILL PROVIDE ANSWERS
TO YOUR QUESTIONS, INCIDENTS AND PRODUCTS REQUESTS

NeQuick G code
available for
download!

A version of the NeQu
algorithm using 2 new c
approach is “ble ¢

Figure 19. GSC web portal page

t, rs need to fill out the registration form.
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https://www.gsc-europa.eu

Home  Register

Register

Create new account Login Request new password

Spaces are allowed; punctuation is not allowed except for pericds, hyphens, and
[E-maill address *

A valid e-mail address. All e-mails from the system will be sent to this address. The e-mail address is not made public and will only be used if you
wish to receive a new password or wish to receive certain news or notifications by e-mail.

‘Confirm e-mail address *

Please re-type your e-mail address to confirm it i accurate.

First name *

Consent form i

the of | data in relation to the online registration to the European
'GNSS Service Centre [GSC) web portal

on the form:

ing to the legiziation on data hion, the treatment of your personal data for the purpose in subject:

specific, i i ims at i £ i

particular consideration your rights as data subject. Complate i ion as to the
ined in th five privacy which we invite you to review. We draw you attention on tHe

the tents i products will not be made available.

‘We are also informing you that you have the right to withdraw your consent at any time by sending an
operations@gsc-europa.eu. In such a case, the specific treatment and the related website contents for
will be discontinued.

'On the basis of the above we kindly request you to fill in the form below.

[ I hereby decl of my p data
of a databa: i the GSC web the

Link to the privacy statement.

CAPTCHA

This question is for testing whether you are a human vi submissions.

,HcER

What code is in the image? *

Enter the characters shown in

Create new acoo

Figure 20. User registration form
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D.3. GSC User Login

In the top menu, a user can access the login form via the “LOGIN” link (Figure 21).

W ogin Europesn GNSS Senice - X |

€ 3 C @ gsceuropaeu/userflogin

woMe g toam meaisTER R W f in @ B

zUspAm

S e e v

European GNSS Service Centre

GNSS MARKET & | ELECTRONIC [ SYSTEM & | asc propucts | BUPPORTTO Q
APPLICATIONS LIBRARY SERVICE STATUS DEVELOPERS

sauso |

GALILEO GALILEG

HELP DESK @ SYSTEM STATUS

OUR EXPERTS WILL PROVIDE ANSWERS. CLICK FOR SATELLITE
INFORMATION AND NOTIFICATIONS

Login

Createnewaccount  Login | Request new password
Username or e-mail address *

You may login with either your assigned username or your e-mail address.
Password *

Th

eld is case sensitive.

Figure 21. Login menu
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D.4. Registration to the OSNMA Test Phase

After successful login in the GSC webportal, and in order to receive the key material needed
to process the OSNMA test SIS, the user shall register to the OSNMA Test Phase. This is
achived by clicking in “OSNMA PUBLIC OBSERVATION TEST PHASE” under “SUPPORT TO
DEVELOPERS” menu and the subsequent steps, as shown in the following figures.

HOME FAQ LOGIN REGISTER N ¥ f in ELJ

—

-
Furopean Urion Agarey for U Space Programma

European GNSS Service Centre

GNSS MARKE ELECTRONIC SYSTEM & SUPPORT TO
GAEILEQ ‘ APPLICATIONS LIBRARY | SERVICE STATUS ‘ GSC FRODUCTS ‘ DEVELOPERS
OSNMA PUBLIC OBSERVATION TEST PHASE
GALILEO GALILEO
HELP DESK SYSTEM STATUS

t@ GNSS SIMULATION AND TESTING v

OUR EXPERTS WILL PROVIDE ANSWERS €LICK FOR SATELLITE
TO YOUR QUESTIONS, INCIDENTS AND PRODUCTS REQUESTS INFORMATION AND NOTIFICATIONS GALILEO SATELLI

GALILEQ COMPA

New job positions
now open!

Will you apply (here)? [Spoiler alert:
If you don't try, you'll never know]

All Kinds of brai
welcome

Figure D, 0 elopers menu

e OSNMA crypto material from the GSC web portal (refer to Annex D)
lileo OSNMA Receiver Guidelines for the Test Phase providing instructions for the user segment
of the OSNMA functionality, including requi interfaces and steps to be followed in
order to verify the authenticity of the Galileo navigation message.
3 Technical presentation containing the OSNMA Typical Performance and foreseen changes to the Galileo
OSNMA User Interface Control Document for Service provision phase.
> OSNMA Info Note providing an overall OSNMA description, including high-level details about the keys'
authentication process, the OSNMA receiver compatibility and the user interface. Target markets and
applications are also included along with the planned Service Roadmap.
3 Service Notice announcing the start of the OSNMA Public Observation.
> OSNMA products: the OSNMA crypto material needed to process the OSNMASIS and verify the authenticity
of the Galileo navigation message will be accessible under the GSC products tab only upon registration.
> Public key: crypto material for the verification of the root key of the TESLA chain provided within the
Digital Signature Message (DSM-KROOT).
> Merkle Tree: crypto material for the verification of Public Keys provided within the Digital Signature
Message (DSM-PKR).

In the frame of the registration, it will be possible to subscribe to receive OSNMA Live Test email notifications
about events affecting the OSNMASIS provision. Users will be also able to subscribe to receive email notification
every time a new Public key and/or Merkle Tree are published on the GSC web portal by updating their user profile
settings. After completing the registration to the OSNMA Public Observation Test Phase, please go to "My
account’/"Subscriptions" and select the products you want to subscribe to receive email notifications.

How can | participate in the OSNMA PO Test phase?

Any interested user may become an OSNMA Public Observation participant. If you wish to register, please request
access below.

Re er to the OSNMA Public Observation Test Phase

Figure 23. OSNMA Test Phase registration
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Galileo Satellite
Metadata +  Please fill in the following form to become an OSNMA Public Observation Test phase participant.

If you are not able to see the form, please login with your GSC credentials. If you are not a GSC registered user yet,

. ¥ lease access the registration form.
Galileo Compatible g AR

Devices Please read the Terms and Conditions below and check the box "Yes, | have read, understand and accept the
Terms and Conditions". By checking that box you indicate your clear and irrevocable acceptance of the Terms and
Conditions.
NeQuick G Source
C odci Note that the box to accept the Terms and Conditions only appears if you are logged in.
GNSS User purpose or meeting the users' requirements. No advice or information, whether oral or written,
Workspace obtained from the European Union - including any of its institutions, offices or agencies, such as the
European Commission, the European Union Agency for the Space Programme (EUSPA), and other
entities acting on the basis of a contract or agreement with the European Union involved in the Galileo
GNSS User OSNMASIS provision for testing purposes - shall create any such warranty.
Workspace " ’ :
P By using the Galileo OSNMA for testing purposes, the user accepts and agrees that the European Union
- including any of its institutions, offices or agencies, such as the European Commission, the European
Union Agency for the Space Programme (EUSPA), and other entities acting on the basis of a contract or
agreement with the European Union involved in the Galileo OSNMA SIS provision for testing purposes -
shall not be held responsible or liable for any damages resulting from the use of, se of, or the
inability to use the Galileo OSNMA, including, but not limited to, direct, indire® ial or
consequential damages, including, but not limited to, damages for interruption of
profits, goodwill or other intangible losses, other than in accordance with Article
the Functioning of the European Union.
Username *
E-mail *
Select this option to become an OSNMA Public Observa -

(®) Yes, | have read, understand and accept the Terms

Do you want to receive OSNMA Live Test email

O Yes, please keep me updated with OSNM
() No, | do not want to receive OSNMA PO fications

ublic Observation Test Phase registration form

he Terms and Conditions applicable to the OSNMA Public
be displayed along with the user registration form. The user will
0 accept the Terms and Conditions.

heregistration, users will be able to subscribe to receive OSNMA Live Test
ions about events affecting the OSNMA SIS provision.

44
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OSNMA Public Register to the OSNMA Public Observation

Observation Test

Phase TeSt P hase

GNSS SIMULATION

ANDTESTING bt Your request has been successfully submitted.

You will receive an email confirming the registration and access to OSNMA products. Instructions about how to
Galileo Satellite subscribefunsubscribe from OSNMA products” email notifications and how to unsubscribe from OSNMA Live Test
Metadata [Vl notifications will be provided via email once the registration is completed.

Galileo Compatible
Devices

NeQuick G Source
Code

GNSS User
Workspace

GNSS User
Workspace

Figure 25. OSNMA Public Obser, S egistration submission

D.5. Subscription to OSNMA Pro s emgifnotifications

Upon registration to the , ic Observation Test Phase, a user may subscribe to

enu in “MY ACCOUNT” will be visible where they can click

on “Subscriptid jte its email notification preferences.
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View Edit Password I Subscriptions y profile

Newsletter subscriptions

Select your newsletter subscriptions.

M Mewsletter notifications

M MAGU notifications

You currently have access to the following product types:

Select the products you want to subscribe to receive email notifications, and press "Update Subscriptions® below.

M OSNMA_MerkleTree

M O5NMA_PublicKey

Consent form concerning the treatment of personal data in relation to the management of subscriptions to products
available to registered users on the European GNSS Service Centre (GSC) web portal

Information on the consent form

According to the legislation on data ion, the of your data for the in subject can happen s
informed and unambiguous consent. The present form aims at collecting such in iance with the applicable laws,
consideration your rights as data subject. Complete information as to the p ing operations, purp and m
respective privacy statement which we invite you to review. We draw you attention on the fact that in absencéig
treatment of personal data in relation to the management of your subscriptions, the said treatmefiths =

{s)/service(s) will not be made available.

We are also informing you that you have the right to withdraw your consent at any time by upda
if you choose to unsubscribe from any product(s)/service(s), the specific treatment and the rel.
have withdrawn your consent will be discontinued.

©On the basis of the above we kindly request you to fill in the form below.

s indicated in the privacy statement for (a) the
01 service(s) which | have selected above and (b) the
service(s) which | have selected above.

i I hereby declare my informed consent to the treatment of my p,
inclusion of my contact details in the database of subscribers
dispatch of electronic notifications/messages/updates c

In case | have chosen to unsubscribe from any of uct(s)/service(s), withdraw my consent having understood that the specific
treatment and the related website concerns, servic roducts f have withdrawn my consent will be discontinued.

+ Update Subscriptions

re 26. Enabling email notifications

e user will receive OSNMA products notifications. An email will be
ever a new Public Key and/or Merkle Tree is published. The subscription to

D.6. Accessing OSNMA Products

After receving confirmation for the registration to the OSNMA Test Phase users will see in
the drop-down menu “GSC Products” the OSNMA products.

Note that all products need to be assigned audiences by operators, which may be
configured as
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. public,

. audience-based (only members of set of approved audiences),

. per user.

Only members of the appropriate audience can access the OSNMA products.
Additionally, product access may be configured as

. awareness: audience users will be made aware of the product type existence
but access must be granted explicitly for each user.

. access: all members of the product’s audience can access the product.

HOME FAQ MY ACCOUNT LOGOUT

GNSS MARKET & ELECTRONIC SYSTEM &
GALILEO ‘ ‘

APPLICATIONS LIBRARY SERVICE STATUS

GALILEO
HELP DESK

OUR EXPERTS WILL PROVIDE ANSWERS @

TO YOUR QUESTIONS, INCIDENTS AND PRODUCTS REQUESTS

Figure 27. Pr

D.7. OSNMA Public Key Products

A user allowed to see OSNMA Publi cts'can check the current Public Key in force
parameters in “GSC-Products > ey”. In addition, the user can download

the Public Key in PEM or XML file, its MD5 checksum is also available for
download.

at. Fo

Message ID
Public Key ID 2

Public Key MFkwEWYHKo0ZIZj0CAQYIK0Z1zj0DAQcDQZAErZ14QOS6B0OJI6ze HC TnwGpmgYHED
Point gezdrKuYu/ghBqHcKerOpF1eEDAUlazJ0vGwedcYiwzYm2IiC30L 1EjlVQ==

Public Key ECDSA P-256/SHA-256
Curve

The file can be downloaded from the following link: pem (md5) xml (md5)
Historical record

RSS

Figure 28. OSNMA_PublicKey product view
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D.8. Public Key Product Description

The “pem” option allows the user to download a PEM-encoded file. PEM is a text-based
format for public key exchange compatible with openssl ecpa ramiZ.

In addition, the Public Key can be downloaded in XML format with the “xml” link. The XML
has the standard signal structure:

e signalData : contains a header element and a body element.
e header: contains a standard GAL header.
e body: contains a single PublicKey element.
A PublicKey element contains:
e i:aninteger. Indicates the position of the Public Key in the Tree.
e PKID: an integer. It is the unique ID of the Public Key.
e point: the compressed public point encoded in base1613 .

e PKType: a string. It indicates the type of the Public Key.

D.9. Accessing Past Renewed or Revoked Public Keys

A logged-in user can review the list of previous Public Key I
(see following figure).

Home GSC Products OSNMA_PublicKey Historical Records @
Historical records for & _ PUblickey
From To e Text
B 5117

istorical records” view

E.g.,2021-11-03

ssified OSNMA key material for the Galileo Programme Public Observation Test Phase only.

ioh Test Phase Terms and Conditions.
DateVv

2021-09-20 13:30:39

cuest archived OSNMA_PublicKey product

Figure 29. Accessing historical records for OSNMA_PublicKey products

12. https://www.openssl.org/docs/man1.0.2/man1/ecparam.html
13. https://tools.ietf.org/html/rfc4648
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D.10. OSNMA Merkle Tree Product

A user allowed to see OSNMA MerkleTree products can check the current MerkleTree in force
parameters in “GSC-Products > OSNMA_MerkleTree”. In addition, the user can download the Merkle
Tree in XML format or the MD5 checksum of the XML file.

OSNMA_MerkleTree

The file available for download contains unclassified OSNMA key material for the Galileo Programme Public
Observation Test Phase only.

This message contains all the elements of the Merkle Tree already disclosed. To identify the applicable Public Key,
please refer to the OSNMA Public key section on the GSC website or the Signal In Space.

Please refer to the OSNMA Public Observation Test Phase Terms and Conditions.
The file was published on: 2021-09-20 13:30:45

CON

SHA-256
Message Public Key | Public Key . .

0 1 ECDSA P-
256/SHA-256
1 2 ECDSA P- 03AD997840E4B
256/SHA-256 = CAB98BBFS2
1
4 0 256 E7F41D34AC9B488CB7CE4D765FDE7DCA0297
31|25 C8314B 5E88F170012F1F5CE71EEEFAB27334283E15935E8E6
21|25 6FB21 8ESEVASC5B1C6D843F9236707FF11D96FIBAIS4BFEAA3A44ES6B
11|25 SoES38 AD49835F3363EE4A7262DB738CBDFC399229AE2803679300D
0 0 256 OF7B1D370219674A25721311170A49DE4E4AOCE4FE328674E01CF750
01 MBB68ESDB293106B5BC8B06F7790EBACFBDC2D28AGEF6CIACT233A9813D3F
ed from the following link: xml (md5)
His

Figure 30. OSNMA_MerkleTree product view

D.11. Merkle Tree Product Description
The Merkle Tree XML has the standard signal structure:
e signalData:contains a header element and a body element.
e header: contains a standard GAL header.
e body: contains a single MerkleTree element.
A MerkleTree element contains:

e N:aninteger. It is the number of Public Keys in the base of the Merkle Tree.
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e HashFunction: a string. It allows the user to know which hash function was used to
compute the Merkle Tree nodes.

e PublicKey elements (please refer to section D.65. The number of keys depends on the
number of elements already disclosed from the Merkle Tree).

e The necessary TreeNodes. A TreeNode contains:

e j:aninteger. It is the height of the node in the Merkle Tree according to OSNMA
Spec.

e i:aninteger. Itis the position of the node in the Merkle Tree level according to
OSNMA Spec.

e lengthInBits: the length in bits of the hash in the x_ji element.

e x_ji:astring with the basel6 encoded hash of the Merkle Tre

D.12. Accessing Past Merkle Trees

Alogged-in user can review the list of previos Public Keys in the “
(see sample in the following figure).

Home - GSCProducts - OSNMA_MerkleTree - Historical Records

Historical records for OSNMA_Merkl&l

From To Fi

E.g. 2021-11-03 E.g.2021-11-03

The file available for download contains ung

This message contains all the elemaatsaf the k ady disclosed. To identify the applicable Public Key, please refer to the OSNMA Public key
section on the GSC website or g

Datev

2021-09-20 13:30:45

Figure 31. Accessing historical records for OSNMA_MerkleTree products
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D.13. OSNMA Products Structure

The following file provide the xsd files used to generate the xmls downloaded by the user.
Those files can help the users to code their own tools to read the provided xmls.

14. European Commission, Galileo Navigation Message Authentication Specification for Signal-In-Space Test —v1.1, ARES Ref. grow.
ddg3..1(2018)1670062
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https://www.euspa.europa.eu/sites/default/files/uploads/osnma_products_structure.zip

Annex E—Traceability Matrix between this OSNMA User ICD
for Test Phase and OSNMA Specifications v1.1'4

This document supersedes the Galileo OSNMA specification v1.1 for what matters the definition
and development of OSNMA receivers and processing. This annex is meant to support users who
used the OSNMA specification v1.1 for development of prototypes to make a full traceability
between the elements of the OSNMA specification v1.1 and those presented in this ICD.

This annex is meant to be used only during the Test Phase and should be removed before this
ICD is released for public use.

Specs vl.1| OSNMA ICD Description
5 5 Updated to reflect relevant aspects to users
with [AD.1]
3 3 “HKROOT Section” renamed as “HKRO®@
3.1 3.1 “NMA Status” renamed as “
NMA Status definition and sem
311 311 “Don’t use” flab has been f
3.1.2 3.1.2 No change
3.1.3 3.1.3 No change
- 3.2 New section create gital signature message (DSM)
3.2 3.2.1 Clarification abou age and DSM ID inserted
3.2.1 3.2.1.1 ble 5 removed
3.2.2 3.2.1.2
e description improved. New parameters
ignature (DS) and Padding (now labelled
3.3 3.2.3 s introduced. Expression for the DSM-KROOT
ageitotal length introduced. MACK Offset removed.
ently, the reserved bits in the DSM-KROOT are 4.
umber of Blocks has been differentiated for the DSM-
ROOT (NBDK) and DSM-PKR (NBDP) and specific tables (with
applicable values) are provided in sections 3.2.3.1 and 3.2.2.1,
espectively.
Contents have been reduced. Details on the Public key

provision are provided in Chapter 5. The cryptographic
operations to be performed by the receiver are described in
Chapter 6.

No Change

3.3.4

N/A

NMACK is fixed to one, the NMACK field is set to Reserved1.

3.3.5

3.234

SHA3-224 removed from the possible HASH functions (HF=1
set to Reserved)

52
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Specs
vli.l

OSNMA
ICD

Description

4.2

Tags&Info section introduced, consisting of a sequence of Tag and
Tag-Info fields. Definition of “number of tags per MACK block”, nM
introduced.

4.1.3

4.2.2

“MAC” relabelled as “Tag”. Tag definition provided at the beginning of
Chapter 4.

4.1.4

4.2.1

“MAC-Info” relabelled as “Tag-Info”.

4.1.4.1

4211

“PRN” field relabelled as “PRND”. All PRND field values in the range 37-
254 (corresponding to GPS, Glonass, BDS and SBAS) have been marked
as reserved. Computation of PRN for SAR RLM data has been removed
as the corresponding ADKD=7 is not defined in the User ICD. Definition of
“PRNA” introduced as the parameter identifying thesatellite transmitting
the authentication information.

4.1.4.2

4.2.1.2

Description of ADKD has been simplified. Galileo ADKBs 2,3,5,6,7,11
as well as some ADKDs marked as for future implementation have
been set as reserved. For each ADKD thef@pplicable’PRND descriptions
are provided. The exact formatdef the authenticated data and their
concatenation is shown in Annex B. Link‘between navigation data and
related tag updated, in particular affecting sentences in page 19 for
ADKD#4 (“GST-UTC conversion parameters (WT6), TOW (WT6) and GST-
GPS (WT10) authenticated as per thegast WT6 and WT10 provided by
the transmitting satellite in the E1-B I/NAV”) and 22 for ADKD#0 (“The
WTS5 authenticated.corresponds to the last one transmitted in the I/NAV
E1-B before the MAC (IBE)”).

4.1.4.3

N/A

Issue of Data‘isiset to Reserved?2.

4.1.5

4.3

No ¢change

The elements are moved to Chapter 6. In a new section 6.1 cryptographic
functions and operators that are common to the entire chapter are
provided. SHA-224 and SHA-384 removed from the table of supported
ECDSA algorithms. Further elements are covered in [AD.2].

51

6.3

Minor updates. Description of padding field computation moved to
section 3.2.3.13. Further elements are covered in [AD.2]

5.2,
5.3

6.2

Notation slightly updated. Notion that the system might use in future
SHA3-256 for the tree generation is introduced. Computation of padding
moved to section 3.2.2.7. Further elements are covered in [AD.2]

5.4

6.4

Notation updated. Index of the key in the chain described in section
5.5.2. Further elements are covered in [AD.2]

6.5

Short section detailing the verification of the MAC Lookup Table is
introduced. Further elements are covered in [AD.2]

55

6.7

Notation updated. Caveat on the verification of tags in the case EIPRNE_D
is set to the value “255” (e.g. ADKD=4) is introduced. Further elements
are covered in [AD.2]. Applicable Key Index introduced in section 5.6.2

5.6

6.6

Notation updated

A specific document has been generated providing guidelines for the
implementation of OSNMA receivers ([AD.2]). However, many elements
of specs v1.1 chapter 6 are covered in Chapter 5, as described below
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Specs v1.1 | OSNMA ICD Description
3.3.6 3.2.3.5 No change
3.3.7 3.2.3.6 New parameter introduced for the Key length, /,
“MAC size” parameter is relabelled as “Tag size”. Such change
338 3937 is consistently propagated all along the document. Tag Size
o o values 1-4, corresponding to Tag lengths 10-18, have been set
as reserved
3.3.9 3.2.3.8 Minor updates
3.3.10 - Removed
3.3.11 - MACK Offset Removed
3.3.12, 3939 WN and TOWN relabelled as WNK and TOWHy. Description
3.3.13 T moved to new section 5.5.1. Start epoch alighed with [AD.1].
3.3.14 3.2.3.10 No change
3.3.15 3.2.3.11 Notion of floating KROOT moved to Chapte
Relevant DS length for the supported ECD
3.3.16 3.2.3.12
provided in Table 15 within section
i D
3317 393.13 !Daddlng P1 r‘elabelled asP
improve clarity
DSM-PKR description impr, on the public key
provision given in Chapter for most of the DSM-
3.4 3.2.2 PKR fields introduc ers for NPK and Padding
(now labelled as P introduced. Expression for the
h introduced
341 er of DSM-PKR Blocks (NBDP)
3.4.2
3.4.3
344 ency Service Message” relabelled to “OSNMA Alert
3.4.5

3.4.6

escription improved. Parameters for length of the NPK field
case of OSNMA Alert Message relabelled as |_(PK_OAM)
and definition updated

Padding P2 relabelled as PDK. Description extended to
improve clarity

Overall no substantial change in the protocol. However,
description and representation of MACK section (now labelled
as “MACK Message”) heavily changed to improve clarity and
consistency. New MACK Header and Tags&Info (sequence

of Tag and Tag-Info fields) sections introduced with mostly
updated fields names and definitions. NMACK is fixed to one,
though the notion of NMACK block is removed and NMACK
message is used instead.

4.1

MACK Header section introduced, including Tag0 and
MACSEQ. 10Dtag field is replaced by Reserved?2. It is
replaced by a fixed link between the navigation data to be
authenticated and the tag, as explained in section 5.6.1.

4.1.1

4.1.1

MACO relabelled as Tag0

4.1.2

4.1.2

No change
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Specs | OSNMA ..
Vil ICD Description
The elements discussed in 6.1 of the specs v1.1 are introduced in
6.1 2,5.2 .
sections 2 and 5.1.
Section 5.3 presents elements on the DSM block sequencing and
6.2 5.3 o . .
transmission. Other elements are provided in [AD.2]
6.3 55 Some elements about floating KROOTs are discussed in section 5.5.
’ ' Other elements are provided in [AD.2]
TESLA chain renewal and revocation are discussed in section 5.5.3
6.4 553 and in [AD.2]. Clarified that KROOT date is not synchronized with
' h time of chain transition during chain renewal process. User can detect
transition by monitoring NMA status and CPKS flags.
Public Key renewal and revocation are discusse tion 5.4.1 and
6.5 5.4.1 in [AD.2]. Some new elements are introducec heduration for
certain steps, provisionally marked as TB
6.6 3224 Emer%ency Service Message abel “'! OSNMA Alert Message
(OAM)
6.7 [AD.2] | Alarm conditions are reformula cribed in [AD.2]
6.8 [AD.2] | Chain crypto period an
6.9 - MACK Offset removed
6.10 5.6.1, | e Useofl/N isydi ed in [AD.2].
' [AD.2] | ¢ Tagacc i cussed in 5.6.1 and in [AD.2]
6.11, . . .
6.12 [AD.2] | Elem f on 6.11 and 6.12 are discussed in [AD.2]
6.13 5.3 guencing and transmission are described in section 5.3
fixedto 1
AC Block Offset set to 1 and removed as a parameter from the
ser ICD. The notion of the one MACK block offset introduced
between the tags and the associated keys introduced within the
new section in 5.6.2
Bitmasks are defined in Annex B. Test vectors are introduced in [AD.2]
Annex MAC Look-up table and description updated. Any sequence from Specs
Annex C . . .
C v1.1 not provided here is to be considered as removed.
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Annex F—-Authorisation Concerning the OSNMA User ICD for
the Test Phase IPRs

F.1.

By practicing, using or copying the OSNMA User ICD for the Test Phase IPRs or any portion
thereof, YOU ACCEPT ALL TERMS AND CONDITIONS OF THIS AUTHORISATION, including in
particular the limitations on use, warranty and liability. If you are acting on behalf of a
company or other legal entity, you represent and warrant that you have the legal authority
to bind that company or legal entity to these terms and conditions. IF YOU DO NOT HAVE
SUCH AUTHORITY OR IF YOU AND/OR THAT COMPANY OF LEGAL ENTITY DO NOT WISH
TO BE BOUND TO THESE TERMS DO NOT PRACTICE, USE OR COPY THE OSNMA User ICD for
the Test Phase IPRs OR ANY PORTION THEREOF.

The European Union (hereinafter "the EU") is the owner of, holds th
controls the intellectual and industrial property rights to, the OSNMA Us
Phase IPRs listed in section G.12.

ight over, and/or
D for the Test

In the interest of facilitating and encouraging the adoption of ng the EU
GNSS, the EU represented by the European Commission hereb orisation (as
defined in Section 1 below) concerning the OSNMA User ase IPRs towards
any individual, corporation or other natural or legal per bject to the terms,
conditions and limitations described herein. The Autho non- exclusive and royalty-
free.

The Authorisation is issued in the context wher GNSS providers provide open and free
access to the information necessary to buildseq entusing civil GNSS signals.

Definitions

The under mentioned terms printe h aninitial capital letter shall have herein the following
meanings unless the conte is uires:

"Authorisation" — shall me e EU's covenant that it shall not assert, seek to assert and/

s it has in relation to the OSNMA User ICD for the Test
ing, using or copying thereof, subject to the terms, conditions
erein.

mean the natural or legal person that benefits from the

ols" — shall mean any international or national export control law or regulation
activities carried out under the OSNMA User ICD for the Test Phase IPRs that
embargoes or sanctions the export of products, information and/or technology in

any way.

"Field of Use" —shall mean research and development on, manufacturing, commercialisation,
distribution, sale, supply and maintenance of, the Products.

"GNSS" — shall mean Global Navigation Satellite System.

"0S Signal" — shall mean the open signal broadcasted by the infrastructure developed under
the European GNSS Programme.

"OSNMA User ICD for the Test Phase" — shall mean the Galileo Open Service Navigation
Message Authentication (OSNMA) User Interface Control Document for the Test Phase in
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the version as of the date of issuance of this Authorisation and/or, as the case may be, as
modified after that date (available at https://www.gsc-europa.eu).

"OSNMA User ICD for the Test Phase Copyright" — shall mean the copyright on and to the
OSNMA User ICD for the Test Phase document and/or its content.

"OSNMA User ICD for the Test Phase IPRs" —shall mean the intellectual or industrial property
rights listed in section G.12, including Patents and OSNMA User ICD for the Test Phase ICD
Copyright. For the purpose of this Authorisation, OSNMA User ICD for the Test Phase IPRs
also include any and all intellectual or industrial property rights and other proprietary rights
on and to the Technical Data of the OSNMA User ICD for the Test Phase ICD.

"Patents" — shall mean any and all patents and/or patent applications mentioned in section
G.12, including the inventions described and claimed therein as well as any divisions,
continuations, continuations-in-part, re-examinations and reissues thereof, and any patents
issued from said patent applications.

"Products" — shall mean software, electronic devices (e.g., chipsets dnd receivers) and Value
Added Services that are developed — directly or indirectly — by thetAuthorised Person and
that are making use of the OSNMA Signal.

"Technical Data of the OSNMA User ICD for the Test Phase" —shall mean the data related to:
Galileo Signal characteristics, the Galileo Spreading Godes\charaetéristics, Galileo Message
Structure, Message Data Contents and E1 and E5 Memory Cades, as such terms are used in
the OSNMA User ICD for the Test Phase.

"Territory" — shall mean, with respect to each4OSNMA User ICD for the Test Phase IPRs
individually, and subject to Export Contrels, the territories covered by said individual OSNMA
User ICD for the Test Phase IPR.

"Value Added Services" — shallmean any sérvice developed based on, or by using, the
OSNMA SIS ICD IPRs and delivering different or additional capabilities with respect to the
OSNMA Signal.

F.2. Ownership of Rights

Ownership and/or contrehof the OSNMA User ICD for the Test Phase IPRs shall remain with
the EU and‘therefare, no title of any intellectual property right on the OSNMA User ICD for
the Test Phase lPRs uhder the Authorisation shall be acquired by the Authorised Person,
Whether by implication, estoppel or otherwise.

Theduthorisation shall be withdrawn and shall not apply against any individual, corporation
or other natural or legal person that challenges the validity of any of the OSNMA User ICD for
the Test Phase IPRs or participates in such a challenge, or encourages or supports any third
parties in such a challenge.

F.3. Scope of Authorisation
The scope of the Authorisation is limited to the Territory and Field of Use.

The Authorisation is non-transferable and non-licensable. The Authorised Person shall not
assign, transfer or license any of the rights granted under the Authorisation.

The Authorised Person shall practice, use and/or copy the OSNMA User ICD for the Test
Phase IPRs in the Field of Use under the Authorisation in a manner so as not to harm the
security interests of the EU or its Member States as set forth of the Regulation (EU) No
2021/696 of the European Parliament and of the Council of 28th April 2021 establishing
the Union Space Programme and the European Union Agency for the Space Programme and
repealing Regulations (EU) No 912/2010, (EU) No 1285/2013 and (EU) No 377/2014 and
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https://www.gsc-europa.eu

Decision No 541/2014/EU..

The commercial exploitation of the Products in the Field of Use under the Authorisation shall
be under the sole responsibility of the Authorised Person.

The Authorised Person shall not state or imply in any promotional material or elsewhere that
the Products were developed by, are used by or for or have been approved or endorsed by
the EU or by the owner of any of the Patents.

Pursuant to the Authorisation, the EU's covenant not to assert covers the following activities
of the Authorised Person:

a. the use of the Technical Data of the OSNMA User ICD for the Test Phase, including their
integration and incorporation into any Products, by the Authorised Person or by third
parties contractors used by the Authorised Person for manufacturing said Products;

b. the storage of the Technical Data of the OSNMA User ICD for the Te
the source is acknowledged;

Phase, provided

c. the reproduction of the OSNMA User ICD for the Test Phase, in
distribution and its publication for non-commercial not-fo, pses and scale
without amending the document or adding any ele

rovided the source
e OSNMA User ICD for the

d. providing links to the EU website where the docume
is acknowledged, in accordance with the copyright
Test Phase.

This list is exhaustive. No other activity shall be mthe Authorisation. The practice of
any of the OSNMA User ICD for the Test P '

shall be deemed in breach of the intell rty rights of the EU.

Subject to the foregoing, the Authorised Person shall have the discretion to select distributors

and otherwise determine the co rcial ‘strategy, including all channels of distribution,
regarding the distribution a ft roducts in the Territory.
The Authorised Person sha solely responsible for (but failure to strictly abide bya) and

adiction with the Authorisation):

erves the right, in the course of the Authorisation term, to acquire ownership or
control of additional intellectual or industrial property rights related to the OSNMA Signal. In
that case, the EU may update section G.12 accordingly. The EU however takes no obligation
to communicate the acquisition of or licence to additional intellectual or industrial property
rights related to the OSNMA Signal.

The Authorisation shall automatically cover any such additional intellectual or industrial
property rights included in the updated section G.12, without the need to amend the
Authorisation.

The EU shall have no obligation, duty or commitment whatsoever to:

a. maintain the OSNMA User ICD for the Test Phase IPRs in force, whether in full or partly,
nor shall it be obliged to communicate any decision thereto to the Authorised Person;

b. furnish any assistance, technical information or know-how to the Authorised Person.
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F.5.

F.6.

F.7.

Warranties and Liability

Duration and Termination

With respect to each of the OSNMA User ICD for the Test Phase IPRs, the Authorisation shall
be valid for the whole duration of said OSNMA User ICD for the Test Phase IPRs insofar as the
terms, conditions and limitations of the Authorisation are respected.

The Authorisation shall terminate automatically upon any act of the Authorised Person that
violates any of the terms, conditions or limitation of the Authorisation, unless the European
Union agrees to the remedial measures proposed by the Authorised Person and the latter
are implemented in reasonable time set by the Union.

In the event of a termination of the Authorisation for whatever reason, the Authorised
Person shall:

a. immediately discontinue the development or use of the Products or any other activity
covered under the scope of the Authorisation as defined in Sectiéh,4 above; and

the Authorised

Person, as a temporary exception to point a. above, have the rig g 6,(six) months

after the termination of the Authorisation, to sell all remaini oducts in stock or in

process of being manufactured at that date, or wjthin t of 6 (six) months, have
terminated, finished and/or fulfilled all agreeme hi ve n entered into prior
to the termination.

b. except in cases of termination for violation of this Authorisati

act that one or more of the
r copy is authorised hereunder

The Authorisation is issued under the OSNMA User ICD for the Test Phase IPRs as they
are. The EU makes no representation and no express or implied warranty, and assumes no
liabilities as to any ma oever, concerning the OSNMA User ICD for the Test Phase
IPRs, including as to:

ty and/or validity and enforceability of the OSNMA User ICD

ny third party's prior rights to use the OSNMA User ICD for the Test Phase IPRs and/or
to enjoin the activities that benefit from the Authorisation;

d. e dependency of the OSNMA User ICD for the Test Phase IPRs on third parties'
intellectual or industrial property rights;

e. the merchantability or fitness for a particular purpose of the OSNMA User ICD for the
Test Phase IPRs and/ or the Products.

To the full extent allowed by law, all warranties, whether expressed or implied, for any use
of OSNMA User ICD for the Test Phase IPRs or related to the Products, including on product
liability, are excluded, and the EU shall not be held liable for any claim or damage related
thereto, being asserted by the Authorised Person or any third party with respect to the
activities of the Authorised Person under the Authorisation.

Infringements by Third Parties

The EU shall have the discretionary right and faculty to decide whether or not to bring an

© European Union 2021 59
Document subject to terms of use and disclaimers p. b-c
OSNMA User ICD for the Test Phase, Issue 1.0, November 2021



action for any infringements of the OSNMA User ICD for the Test Phase IPRs in the case
where a third party does not benefit from the Authorisation, even where the EU has been
duly informed about such alleged infringement by the Authorised Person. The EU shall have
no obligation whatsoever to bring such an action nor to notify any decision thereto to the
Authorised Person.

F.8. Action for Infringement Brought by Third Parties

F.9.

The Authorised Person shall defend itself and at its own expenses, and bear all the
consequences, including the payment of damages and attorney fees, against any claim, suit
or proceeding made or brought against the Authorised Person and arising from its activities
under the Authorisation, including any claim, suit or proceeding for infringement of third
parties' rights as a result of the Authorised Person's practice, use or copy of the OSNMA User
ICD for the Test Phase IPRs or commercialisation of Products. The Authorised Person shall
notify the EU without undue delay about any such claim, suit or proceeding. The EU may, at
its sole discretion, agree to provide the Authorised Person with any assistafieeawhich the EU
considers to be appropriate, but the EU shall not in any way be obliged to do so If the EU
decides to defend either the Authorised Person or the OSNMA User,ICD fer thé Test Phase
IPRs, the Authorised Person shall collaborate with the EU andfprovide the EU with all the
assistance necessary to such defence.

Permits

The necessary steps for obtaining all permits and'licénces regliired for the activities under
the Authorisation, under the laws and regulations infforce at the place where said activities
of the Authorised Person are provided or tesbe provided; shall be the exclusive responsibility
of the Authorised Person.

F.10. Applicable Law and Dispute Rés@lution

The Authorisation shall be ggverned by European Union law, complemented where necessary
by the law of Belgium.

Except for the right gf the EU and/or the Authorised Person to apply to a court of competent
jurisdiction for a témporary restraining order or a preliminary injunction to preventirreparable
harm, any dispute, controversy or claim arising under, out of or relating to the Authorisation
and any subsequent,amendments thereof, including, without limitation, its validity, binding
effectyinterpretation, performance, breach or termination shall be submitted to mediation
in accordance with the WIPO Mediation Rules. The place of mediation shall be Brussels. The
language to be used in the mediation shall be English.

If, and to the extent that, any such dispute, controversy or claim has not been settled pursuant
to the mediation within sixty (60) days of the commencement of the mediation, it shall, upon
filing of a Request for Arbitration by either the EU or the Authorised Person, be referred to
and finally determined by arbitration in accordance with the WIPO Expedited Arbitration
Rules. Alternatively, if, before the expiration of said period of sixty (60) days, either the EU
or the Authorised Person fails to participate or to continue to participate in the mediation,
the dispute, controversy or claim shall, upon the filing of a Request for Arbitration by the
participating EU or Authorised Person, be referred to and finally determined by arbitration
in accordance with the WIPO Expedited Arbitration Rules. The arbitral tribunal shall consist
of three arbitrators. The place of arbitration shall be Brussels. The language used in the
arbitration proceedings shall be English.

In any action to enforce the Authorisation, the prevailing entity shall be entitled to recover its
reasonable attorney's fees, court costs and related expenses from the other entity.
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F.11. Miscellaneous

The provisions of the Authorisation are severable in the sense that the invalidity or
unenforceability of any provision of the Authorisation that is not fundamental to its
performance shall not affect the validity and/or enforceability of the remaining provisions
hereof. Such invalidity or unenforceability of such non-fundamental provision shall not relieve
the Authorised Person of its obligations under the remaining provisions of the Authorisation.

This Authorisation fully and exclusively states the scope of the authorisation concerning the
OSNMA User ICD for the Test Phase IPRs that the EU wishes to issue.

The EU reserves the exclusive right to amend the Authorisation upon due public notice.

The fact that the Authorisation is self-executing and that the EU requires no signature of
the Authorisation shall not be considered a waiver and shall have no effect on the binding
character of the terms, conditions and limitations of the Authorisatio on the practice, use

F.12. List of IPRs

The IPRs listed in the following table are an integral pa

Document subject to terms of use and disclaimers p. b-c
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Application Date of Designated
IPR Name of IPR er:xmber fili Cougntries
Australia
Canada
Multi-band
antenna PCT/ N?Jrg/,vaay
1 | Patent| forsatellite | EP 0/0%/2006| EUSPA EU S Korea
positioning 067 China
system India
Japan
Russia
Australia
Canada
Europe
designated
ho countries: (AT,
providing BE, CH, CZ,
assistance DEDK, ES, FI, FR,
datatoa PeT/ GB, GR, HU, IE
nt . , EP2006/ |07/11/2006| EUSPA EU P
mobile station 068177 IT, LU, NL, PL, PT,
of a satellite RO, SE, TR)
positioning USA
system S.Korea
China
India
Japan
Russia
© European Union 2021 61



IPR Name of IPR APN':I:?)::" Df?lti::f Applicant| Owner Dc(:s:‘gn::it:sd
Method and
generator for
generating
a spread-
spectrum
signal (initially
referred to
as Use of
3 | Patent | antiphase | 11738006 |20/04/2007| EUSPA EU USA
CBOC (6.1)
modulation
to improve
ranging
accuracy
in satellite
navigation
signals)
Method and
generator for
4 | patent | BSC"RUN82 | 45550874 FU USA
spread-
spectrum
signal
Australia
Brazil
Canada
China
Europe
designated
countries: (AT,
BE, BG, CH, CY,
EP2007/ |30/11/2007| EUSPA EU R
and their 063080 GR, HU, IE, 15,
generation T, LT,
LU, MC, NL, PL,
PT, RO, SE, SI,
SK, TR)
India
Japan
S.Korea
Russia
USA
6 | Copy | OSSISICD N/A N/A N/A EU Worldwide
right
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IPR Name of IPR A:Ir:‘l::tlet:n Df?lti::f Applicant| Owner Dcftllgr:::it:sd
Canada
Europe
designated
Spreading countries: (AT,
codes for BE, BG, CH, CY,
a sa'ltell'lte pCT/ CZ, DE, DK, EE,
Patent | "2V'8TON | epo00as [17/12/2004|  ESA ey | B> FLFRGB,
system 014488 GR, HU, IE, IS, IT,
(concerning LT, LU, MC, NL,
memory PL, PT, RO, SE,
codes) SI, SK, TR)
USA
Brazil
ina Japan
Canada
Europe
Spreading designated
codes for countries: (BE,
a satellite CH, CZ, DE, E5,
navigation PCT/ FI, FR, GB, GR,
Patent systemn EP2005/ |01 05| ESA EU HU, IE, IT, LU,
. 00723 MC, NL, PT, SE,
(concerning
secondary TR)
Codes) USA
Brazil
China
Japan
Europe
designated
countries (AT,
Control | BE, BG, CH, CY,
PCT/ CENTRE by the | CZ, DE, DK, EE,
nvelope NAT ETD
t navigation FR2003/ |12/12/2003 SPATIALES Eg under | ES, Fl, FR, GB,
signal 003695 (CNES) licence |GR, HU, IE, IT, LI,
with four from CNES| LU, MC, NL, PT,
. RO, SE, SI, SK,
independent
codes TR)
USA
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IPR

Name of IPR

Application
Number

Date of
filing

Applicant

Owner

Designated
Countries

Canada

10

Patent

Spread
spectrum
signal

PCT/
EP2006/
050179

12/01/2006

CNES

Control
by the
EU under
licence
from CNES

11

Patent

GNSS radio
signal with P

an improved
navigation
message

09

2013| CNES

BE, BG, CH, CY,
CZ, DE, DK, EE,

China
Europe
designated
countries (AT,

ES, I, FR, GB,
GR, HU, IE, IS,
IT, L,
LT, LU, LV, MC,
NL, PL, PT, RO,

Control
by the

licence

EU under IE,

China

Europe
designated
countries (AL,
AT, BE, BG, CH,
CY, CZ, DE, DK,
EE, ES, FI, FR,
GB, GR, HR, HU,

IS, IT, LI, LT, LU,

from CNES|LV, MC, MK, MT,

NL, NO, PL, PT,
RO, RS, SE, SI,
SK, SM, TR)
Japan
South Korea
USA
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IPR Name of IPR A:Ir:‘l::tlet:n Df?ltii:f Applicant| Owner Dcflllgr::it:sd
China
Europe
designated
countries (AL,
AT, BE, BG, CH,
CY, CZ, DE, DK,
GNSS radio Control EE, ES, FI, FR,
signal for PCT/ by the |GB, GR, HR, HU,
12| Patent | improved EP2013/ |10/07/2013| CNES | EU under IE,
synch- 064573 licence | IS, IT, LI, LT, LU,
ronisation from CNES|LV, MC, MK, MT,
NL, NO, PL, PT,
RO, RS, SE, SI,
. SM, TR)
Japan
South Korea
USA
Australia
Control Cg;ii(ia
by the EU
Europe
under .
) . designated
Modulation Secretary| licence )
) countries (BE,
signals for of State | from the DE. DK. ES. Fi
13 | Patent | a satellit 20 01/09/2004|  for Secretary FRIGBI - ’NL’
navigati 03745 Defence | of State ’ S;E) T
5 of the UK for .
India
Defence Japan
of the UK New Zealand
Russia
USA
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Application Date of . Designated
Name of IPR Number filing Applicant| Owner e
Australia
Brazil
Canada
China
Europe
Control designated
by the EU | countries (BE,
Secretar under | CZ, DE, DK, ES,
Signals, Y| licence | FI, FR, GB, HU,
system PCT/ of State | ¢ 1 the |IT. NL, PT, SE, 5K)
14 Y ’ GB2007/ | 20/06/07 for e
method and Secretar, Israel
apparatus 002253 Defence of Stat India
PP of the UK
for Japan
Defe blic of
orea
alaysia
Norway
New Zealand
Russia
Singapore USA
Control
Techniques for by the
o . EU under
Transmitting Airbus .
and Receiving Defence licence
15 1617 71 16 from EU (Pending)
GNSS and Space Airbus
Navigation GmbH
Messages Defence
8 and Space
GmbH
Control
by the
, A . EU under
|t.t|r1g PCT/ Alrbus licence USA,
Defence )
EP2017/ | 09/06/17 and Space from China,
064120 Airb J Pendi
Navigation GmbH Irbus —Japan (Pending)
Messages Defence
g and Space
GmbH
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IPR Name of IPR A:Ir:‘l::tlet:n Df?ltii:f Applicant| Owner Dcftllgr:::it:sd
Australia (AU)
Brasil (BR)
Canada (CA)
The China (CN)
European Europe
Digitally- Union, designated
Patent signed PCT/ repre- countries (FR, IT,
17| Appli- |satellite radio-| EP2014/ |04/07/2014| sented EU ES, DE)
cation | navigation 064285 by the Great Britain
signals European (GB)
Comm India (IN)
ission Japan (JP)
South Korea
U) Russia
USA
Australia (AU)
Brasil (BR)
Canada (CA)
Method and @ Chera (cN)
uropean India (IN)
system to .
optimise Union, EL.Jrope
Patent the authent- PCT/, repre- designated
18| Appli- o EP201 3/03/2015| sented EU countries (FR, IT,
cation |cahqn 20 by the ES, DE)
of radio- o
navigatio European Great Britain
signals comm (GB)
ission Japan (JP)
South Korea
Russia (RU),
USA,
© European Union 2021 67

Document subject to terms of use and disclaimers p. b-c

OSNMA User ICD for the Test Phase, Issue 1.0, November 2021



Annex G-Authorisation Concerning use of the Galileo Trade

Marks

G.1. Definitions

By using the Galileo Trade Marks in the Field of Use, YOU ACCEPT ALLTERMS AND CONDITIONS
OF THIS AUTHORISATION including in particular the limitations on use, warranty and liability.
If you are acting on behalf of a company or other legal entity, you represent and warrant
that you have the legal authority to bind that company or legal entity to these terms and
conditions.

The European Union (hereinafter "the EU") is the owner of the Galileo Trade Marks.

In the interest of facilitating and encouraging the market uptake of satellite navigation, as
required by the Space Regulation, the EU represented by the European Commission hereby
issues the Authorisation concerning the use of the Galileo Trade Marks e Field of Use,
towards natural or legal persons worldwide, subject to the terms, conditi d limitations
described herein. The Authorisation is non- exclusive and royalty-free.

rs have the meanings
and any reference to the

The under mentioned terms printed with an initial ca
stated below. Any reference to the plural shall include
singular shall include the plural.

"Authorisation" — shall mean the EU's covenant shall not assert, seek to assert and / or
enforce any of the rights and claims it h rela he Galileo Trade Marks against the
use thereof, subject to the terms, cond imitations described herein.

"Authorised Person" — shall mean \the n or legal person that benefits from the
Authorisation under the ter s and limitations described herein.

"EU Stakeholders" —shallm Eufopean Space Agency (ESA), the European Union Agency
for the Space Progr nd other international organisations with activities in
GNSS, any of the USPA contractors and subcontractors at any tier working in the
Galileo progra perator(s) of the Galileo satellite navigation system, EU Member States

ited to packaging, instructional and promotional materials.

"Galileo Trade Marks" — shall mean any and all trade mark registrations and applications
owned by EU and/or the EU Stakeholders, anywhere in the world consisting of or incorporating
the word GALILEO, including without limitation the trade mark applications and registrations
set out in section H.10.

"GNSS" — shall mean Global Navigation Satellite System.

"Space Regulation" — shall mean Regulation (EU) 2021/696 of the European Parliament and
of the Council of 28th April 2021 establishing the Union Space Programme and the European
Union Agency for the Space Programme. .

"GNSS Services " —shall mean the following activities contemplated by the Space Regulation:

a. open service (0S), which is free of charge to the user and provides positioning and
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synchronisation information intended mainly for high-volume satellite navigation
applications;

b. a high-accuracy service (HAS), which shall be free of charge for users and shall provide,
through additional data disseminated in a supplementary frequency band, high-accuracy
positioning and synchronisation information intended mainly for satellite navigation
applications for professional or commercial use;;

c. a signal authentication service (SAS), based on the encrypted codes contained in
the signals, intended mainly for satellite navigation applications for professional or
commercial use;;

d. public regulated service (PRS),which shall be restricted to government-authorised users
for sensitive applications which require a high level of service continuity, including in the
area of security and defence, using strong, encrypted signals; it shall be free of charge
for the Member States, the Council, the Commission, EEAS and, where appropriate, duly
authorised Union agencies;

e. an emergency service (ES), which shall be free of charge for users and shatl broadcast,
through emitting signals, warnings regarding natural disasters er other'emergencies in
particular areas; where appropriate, it shall be @rovided ind€ooperation with Member
States national civil protection authorities;

f. atimingservice (TS), which shall be free of charge for users,and shall provide an accurate
and robust reference time, as well as realisationyof the coordinated universal time,
facilitating the development of timing/@pplications based on Galileo and the use in
critical applications.

g. contribution to the search and(rescuessupport service (SAR) of the COSPAS-SARSAT
system by detecting distressfsignals transmitted by beacons and relaying messages to
them via a return link.

h. contribution to the integrity-monitoring services standardised at the Union or
international level for uSe byssafety-of-life services, on the basis the signals of Galileo
open service andhin combination with EGNOS and other satellite navigation systems;

contribution to the space weather information via the GNSS Service Centre and early
warning services,viasithe Galileo ground-based infrastructure, intended mainly to reduce
the, potential risks to users of the services provided by Galileo and other GNSSs related
to space.

"Preducts" shall mean software, electronic devices (e.g., chipsets and receivers) and Value
Added Services that are developed and marketed — directly or indirectly — by the Authorised
Persont

"Value Added Services" shall mean any service delivering different or additional capabilities
with respect to signals broadcasted by the infrastructure developed under the European
GNSS Programmes.

G.2. Ownership of Rights

Ownership of the Galileo Trade Marks shall remain with the EU and therefore, no title of
any intellectual property right on the Galileo Trade Marks under the Authorisation shall be
acquired by the Authorised Person.

The Authorisation shall be withdrawn and shall not apply to any natural or legal person that
challenges the validity or enforceability of any of the Galileo Trade Marks or participates in
such a challenge, or encourages or supports any third parties in such a challenge.
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G.3. Scope of the Authorisation

The scope of the Authorisation is limited to the Field of Use.

The Authorisation is non-transferable and non-licensable. The Authorised Person shall not
assign, transfer or license any of the rights granted under the Authorisation.

The Authorised Person shall use the Galileo Trade Marks in the Field of Use under the
Authorisation in a manner so as not to harm the security interests of the EU or its Member
States as set forth in the Space Regulation .

The commercial exploitation of the Products in the Field of Use under the Authorisation shall
be under the sole responsibility of the Authorised Person.

The Authorised Person shall not state or imply in any promotional material or elsewhere that
the Products were developed by, are used by or for or have been approved or endorsed by
the EU or the EU Stakeholders.

alone brand name or sub-brand name o Products, or as the stand-alone
registered or trading name of any c r business. For the avoidance of
doubt, this does not prevent the i on from affixing one or more Galileo
Trade Marks to the packaging o

b. Apply for or obtain registratio any trade mark which consists of, comprises, or is
confusingly similar to t Marks;

c. Claim any interest or r to Galileo Trade Marks, other than the rights explicitly
granted by the E horisation;

% > use of the Galileo Trade Marks under the Authorisation and in

the Field of Use |din€ltde "the new [Product brand name] satnav powered by Galileo" or

compliance with all laws and regulations of each of the countries in which such
activity takes place.

G.4. Additional Intellectual Property Rights and Maintenance of Rights

The EU reserves the right, in the course of the Authorisation term, to acquire ownership
or control of additional trade marks related with the sign Galileo. In that case, the EU may
update section H.10 accordingly. The EU however takes no obligation to communicate the
acquisition of additional trade mark rights to the Authorised Person.

The Authorisation shall automatically cover any such additional trade mark rights included in
the updated section H.10, without the need to amend the Authorisation. The EU shall have
no obligation, duty or commitment whatsoever to:
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a. maintain the Galileo Trade Marks in force nor shall it be obliged to communicate any
decision thereto to the Authorised Person;

b. provide any assistance, technical information or know-how to the Authorised Person.

G.5. Duration and Termination

The Authorisation shall be valid as long as the Galileo Trade Marks remain valid and in force,
insofar as the terms, conditions and limitations of the Authorisation are respected.

The Authorisation shall terminate automatically upon any act of the Authorised Person that
violates any of the terms, conditions or limitation of the Authorisation.

The Authorisation and its validity shall not be influenced by the fact that one or more of
the Galileo Trade Marks whose use is authorised hereunder should4inally be declared not
granted or invalid.

G.6. Warranties and Liability

arks ey are. The EU makes no

Iii 3sS o liabilities as to any

ding as to the validity and
To the full extent allowed by law, all warran ether expressed or implied, for any use of
the Galileo Trade Marks are excluded. [l not'be held liable for any claim or damage
related thereto, being asserted by the Au erson or any third party with respect to

is
the activities of the Authorised Pérs er the Authorisation.
G.7. Action for Infringemen ht By Third Parties
The Authorised P
he payment of damages and attorney fees, against any claim, suit

% bught against the Authorised Person and arising from its activities
isation, including any claim, suit or proceeding for infringement of third

of the Authorised Person's use of the Galileo Trade Marks or

The Authorisation is issued under the Galileo Trade
representation and no express or implied warrant
matter whatsoever concerning the Galileo Trade
enforceability of the Galileo Trade Marks;

| end itself and at its own expenses, and bear all the

claim, suit or proceeding. The EU may, at its sole discretion, agree to provide
ised Person with any assistance which the EU considers to be appropriate, but the

Person or the Galileo Trade Marks, the Authorised Person shall collaborate with the EU and
provide the EU with all the assistance necessary to such defence.

G.8. Applicable Law and Dispute Resolution

The Authorisation shall be governed by European Union law, complemented where necessary
by the law of Belgium.

The courts of Brussels have exclusive jurisdiction over any dispute regarding the interpretation,
application or validity of the Contract.
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G.9. Miscellaneous

The provisions of the Authorisation are severable in the sense that the invalidity or
unenforceability of any provision of the Authorisation that is not fundamental to its
performance shall not affect the validity and/or enforceability of the remaining provisions
hereof. Such invalidity or unenforceability of such non-fundamental provision shall not relieve
the Authorised Person of its obligations under the remaining provisions of the Authorisation.

This Authorisation fully and exclusively states the scope of the authorisation concerning the
Galileo Trade Marks.

The EU reserves the exclusive right to amend the Authorisation upon due public notice.

The fact that the Authorisation is self-executing and that the EU requires no signature of
the Authorisation shall not be considered a waiver and shall have no effect on the binding
character of the terms, conditions and limitations of the Authorisation dpon the use of the
Galileo Trade Marks by the Authorised Person.

G.10. Galileo Trade Marks

The trade marks listed in the following tables are an integral partof the Authorisation.

APPLICATIONS
Mark Territnv Application number
EY 3710712
S UNDERTAKING
GALILEI EU 4546561
GALILEO EU 11517984
Territory Registration number
EU 2742237
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