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1 Introduction
|

1.1 Scope of the Document

The scope of this document is to provide guidelines for the user segment implementation of the OSNMA
functionality, as defined in the OSNMA ICD [AD.2] and should be considered strictly as a complement
to it. The document provides requirements, interfaces and steps to be followed in order to verify the
authenticity of the Galileo navigation message. These guidelines are drafted in a generic way and are
not tailored for any specific platform or application.

The document also provides test vectors and sample data, supporting the verification of OSNMA
functionality implementation.

The test vectors and sample data are available to download in the following link:
»  Annex 2 - OSNMA Test Vectors

The guidelines provided in this document enable an implementation of the OSNMA protocal, providing
navigation data authentication. For the interested reader, examples ofgtéchniques_that can be
additionally exploited to obtain a more robust PVT solution are provided infAnnex 4.

The current version of the OSNMA receiver guidelines still contains seme TBD and TBC values that will
be consolidated during the OSNMA test phase and fixed in suceceésSsive updates of the document.
Additionally, users should expect the possibility of tag failures during the OSNMA test phase. A quarterly
report will be published on the GSC webserver, which will provide an indication of the tag failure rate
and further information. This rate will be reduced in view of service prevision phase, in part through
evolutions of the OSNMA ICD [AD.2].

1.2 Whatis OSNMA

The Galileo Open Service (OS) is providing“a Navigation Message Authentication (NMA) capability,
allowing the users to confirm that received Galileo Open Navigation Data originated from the Galileo
system and has not been modified.

The authentication concept is based on two main principles:
e The use of different keys fromya single one-way chain shared by the Galileo satellites through
a Timed Efficient Stréam Loss-tolerant Authentication (TESLA) protocol [1][2][3].
e The possibility tofauthenticate satellites which do not transmit OSNMA data with the data
retrieved from satellites transmitting OSNMA, referred to as cross-authentication.
Both principles reduce the computation and communication overhead, and increase the service
availability androbustness to data loss.

From a receiversperspective, the process of the OSNMA data can be described at a high level by the
following steps, illustrated in Figure 1:
e The receiverfreceives the navigation data and the corresponding OSNMA data (tag,
=V and TESLA root key). The authenticates the navigation data and is received
before its associated .
e The TESLA root key is authenticated by means of its digital signature using a public key that
shall be available at the receiver.

e The receiver authenticates the with the TESLA root key or with a previously
authenticated key from the TESLA chain.
e The receiver re-generates locally the tag with the verified and the data, and

checks whether it coincides with the received

If the result of all these steps is successful the user shall consider the navigation data as authentic.
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1.3 Structure of the Document

The document is structured as follows. Aft
receiver shall comply with to exploit OSN

to be retrieved to exploit the scheme

the OSNMA verification workflow. Th
presented in section 5.

Additional aspects are covereo
e Annex 1 provide
e Annex 2 describes
document,
e Ann

1.4 Bitand rdering Criteria
All data values are encoded using the following bit and byte ordering criteria:
e For numbering, the most significant bit/byte is numbered as bit/byte 0.
e For bit/byte ordering, the most significant bit/byte is transmitted first.
e Except when noted, all fields are represented as unsigned integers as per Galileo OS SIS ICD
[AD.1].

1.5 Applicable Documents

e AD.1 European GNSS (Galileo) Open Service, Signal-In-Space Interface Control Document,
Issue 2, 2021

e AD.2 Galileo OSNMA User ICD for the Test Phase, Issue 1.0
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2 Receiver Requirements
_________________________________________________________________________________________________________________|

This section presents the requirements the receiver shall fulfil in order to exploit Galileo OSNMA
capabilities.

2.1 Time Synchronisation Requirement

To ensure the security of the TESLA protocol and guarantee the authenticity of the data, the receiver
must ensure it has received the navigation data and associated tag before the corresponding TESLA
chain key is disclosed by the system. This implies that the receiver must be synchronised with a given
accuracy to the Galileo System Time (GST) before receiving and processing OSNMA information. The
time synchronisation requirement T, is set to 30 sec [TBC]. If the receiver verifies this condition, all tags
for all authentication types can be used.

If the condition is not verified, slow MACs, i.e. messages whose associated TESLA\chain key is
transmitted with an extra delay, may be exploited. A receiver synchronised to GST with‘an accuracy
better than T;, + 300 sec, can process slow MAC with a 10 sub-frame delay (ADKD22 from [AD.2]).

If none of the above conditions on the receiver time synchronisation to GST s verified, the OSNMA
protocol shall not be used.

Additional considerations on the receiver time synchronisation uncertainty with respect to GST the can
be found in Annex 3.

2.2 Required Cryptographic Functions

The receiver shall be able to perform all the variahts of.the cryptographic functions listed in Table 1,
according to their current standards. Futuregrevisions of ithis document may consider additional
algorithms. These functions are used for the yerification ofthe OSNMA data, as further detailed in their
indicated associated sections.

Function ‘ l_P‘f. Variants Applicable section
ECDSA P-
Elliptic Curve Digital Signature Algérithm (4] 256 Verification of the TESLA root key
(ECDSA) ECDSA P- (5.2)
521
SHA-256 Verification of the TESLA root key,
Secure Hash Algorithm, 2 (SHA-2) [5] SHA-512 TESLA chain key and Public key (5.1,
5.2,5.4)
. Verification of the Public Key and
Secure Hash Algorithm 3 (SHA-3) [6] SHA3-256 TESLA chain key (5.1, 5.4)
Hash-based Message Authentication Code HMAC-SHA- T
(HMAC) [7] 256 Verification of the tag (5.5)
%&;‘E&b""sed MessagefAuthentication Code | g1 19 | cMAC-AES | Verification of the tag (5.5)

Table 1. Required cryptographic functions

2.3 Integrity of the Cryptographic Material and Functions

The receiver or the system containing the receiver is responsible for ensuring the integrity of the
cryptographic material stored in its memory and of the processing of OSNMA data at a security level
corresponding to its needs. This security level shall be defined in accordance with the receiver or the
system protection profile, taking into account the application it is supporting and the environment it is
operated in. Integrity breaches shall be notified to the systems or applications which use the output of
the receiver.

It shall also be considered that all cryptographic material may be subject to renewal or revocation.
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2.4 Interfaces

To exploit the OSNMA capabilities, the receiver has to interface with the Galileo OS SIS, as described
in [AD.1]. In addition, the receiver may interface with the OSNMA server of the European GNSS Service
Centre (GSC) to retrieve the cryptographic material. In case an OSNMA Alert Message (as defined in
[AD.2]) is received, the receiver is required to connect to the GSC OSNMA server. Interactions with
these systems shall respect the requirements defined in [AD.2].

2.5 Memory Requirement

The different elements required by the receiver to exploit the OSNMA protocol can be retrieved from the
SIS or from the OSNMA Server. In addition to the Merkle root (see section 3.1), the receiver may store
some other elements of the protocol, in particular the public key and the TESLA root key (or an
intermediate TESLA chain key previously verified). These elements shall be storedyaccording to the
requirement stated in section 0.
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3 OSNMA Data Retrieval
|

In order to exploit the OSNMA capabilities of Galileo Open Service, a receiver should retrieve different
information:

A Merkle root;

A public key;

A TESLA root key;

TESLA chain keys;

Tags and associated navigation data.

As specified in the following section and detailed in [AD.2], this information can be retrieved from the
GSC OSNMA server or from the Signal In Space (SIS). The OSNMA data are transmitted within the
Galileo SIS 40-bit OSNMA field, within the E1-B I/NAV navigation message. The OSNMA data is
transmitted only by a subset of satellites; the remaining satellites have an OSNMA fiéld filled with zeroes
and their navigation data are cross-authenticated by the satellites transmitting OSNMA data. As a
consequence, the user shall discard any OSNMA field which is set to zero (i.e. 40 hits set'to zero).

It shall be noted that in case of non-continuous data reception, the user can retrieve the different
elements of the protocol provided in the SIS individually (e.g. tags, keys, parthof the’DSM block),
exploiting the way they are transmitted within the OSNMA fields, asd@efined in [AD.2]s For example, it is
possible to retrieve the key by combining pages received from multiple satellites.

To be noted that, as specified in the Galileo OS Service Definition Document (Galileo OS SDD, Issue
1.1, May 2019), an authentication verification shall be performed only on navigation and OSNMA data
for which a CRC checksum was successfully passed. The Galileo /INAVAERC is described within [AD.1].

Additionally, several fields in the OSNMA data are reserved,@s described in [AD.2]. The receiver shall
be robust to any value being transmitted within the réserved fields:

3.1 Merkle Root Retrieval

In order to validate new public keys retrieved from'the Signal In Space, the user must be in possession
of the root of the Merkle tree and know which cryptographic function shall be used for the verification.
This information can be loaded in.the receiver/after being retrieved from the GSC OSNMA server, as
described in [AD.2]. The receiver shallbe“able to download new Merkle roots from the OSNMA Server
during the OSNMA lifetime, following an eventual Merkle tree renewal. This renewal will be indicated
through the use of an OSNMA alert message.

3.2 Public/fey Retrieval

The receiver shallfpossess a public key, with its associated ID and signature algorithm. This information
can be retrieved from:

e The GSC OSNMA server and loaded in the receiver. Details on the interface to this server can
be foundin[AD.2].

e The SIS, within the DSM-PKR message transmitted during public key renewal and revocation?,
as described in [AD.2]. The public key retrieved through the SIS shall then be authenticated, as
per section 5.1. To be noted that Merkle tree renewal will induce a Public Key ID rollover. While
retrieving the DSM-PKR, the sequencing of the DSM messages (described in [AD.2]) as well as
their redundancy (i.e. same DSM ID block transmitted by several satellites) can be exploited. In
addition, DSM blocks can be built using pages retrieved from different sub-frames. If the DSM-
PKR message is not completed after one hour, the retrieved DSM blocks shall be discarded.

e A previously stored public key, provided that its applicability is verified as per section 4.1.1.2.

! Future updates of this documents might specify specific intervals at which DSM-PKR are transmitted.
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3.3 TESLA Root Key Retrieval

The TESLA root key shall be retrieved from the DSM-KROOT message transmitted by the SIS, as
defined in [AD.2], and shall be verified as per section 5.2. Similarly to the DSM-PKR message, the
defined transmission sequence of the DSM-KROOT message can be exploited to optimise its reception.
If a DSM-KROOT message is not completed after 1 hour [TBC], the retrieved DSM blocks shall be
discarded.

Instead of retrieving the TESLA root key from the SIS, the receiver can also use a previously stored
TESLA root key, provided that its applicability is verified as per section 4.1.1.2.

Note that according to [AD.2], a DSM-PKR message can be alternated with a DSM-KROOT message,
and two DSM-KROOT messages can also be transmitted alternatively, for example when a new chain
is about to enter into force, as explained in section 4.2. Therefore, the receiver must,be able to retrieve
and store more than one DSM message in parallel.

3.4 TESLA Chain Keys Retrieval

TESLA chain keys are provided in the MACK message transmitted within the OSNMA message
transmitted by the SIS, as defined in [AD.2]. The size of the TESLA ehain'key/(lx) i§ defined in the KS
field of the DSM-KROOT message.

3.5 Navigation Data Retrieval

The navigation data shall be retrieved on a sub-frame basis, as a function of the ADKD type as per the
descriptions provided in [AD.2].

In addition, the PRN of the satellite transmitting the authentication information, PRN,, to be used for the
verifications in sections 5.5.3 and 5.5.5, shall,be the one of the PRN code used for tracking, and shall
not be retrieved from the navigation message.

3.6 Tags Retrieval

The tags and their associated Tag-Infeyare also provided in the MACK message transmitted in the SIS,
as described in [AD.2]. Several tags can be sent within a MACK message. The number of tags per
MACK message n; can be ecomputed as a function of the TESLA chain parameter, as defined in [AD.2].
Each tag is a truncation of a MAC generated with a given TESLA chain key, as further detailed in section
5.5.5.
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4 OSNMA Workflow and Status Monitoring
________________________________________________________________________________________________________________|

4.1 Workflow

This section provides a description of the different operations that need to be performed in order to
authenticate navigation data using the Galileo OSNMA protocol. The OSNMA workflow is divided in two
steps:
e First, the initialisation, which consists in retrieving and verifying the public key and TESLA root
key;
e Second, the processing of the authentication material to achieve navigation data authentication.

4.1.1 Initialisation

The OSNMA initialisation consists in the retrieval and verification of the public key and,of the TESLA
root key. As previously mentioned, this data can be either retrieved from the SIS andlor the GSC
OSNMA server, referred as a factory start in the following section, or stored material canybe used,
referred as a warm start or hot start depending on the stored material.

4.1.1.1 Cold Start

In case the public key and TESLA root key in force are not available, the receiver shall first retrieve
them, as illustrated in Figure 2. The public key can be retrieved directly from the GSC OSNMA server
or from a DSM-PKR message. In this latter case, the public key'must be verified making use of the
Merkle root, as further detailed in section 5.1.

The verified public key can then be used to verify the TESLA root Key and associated chain parameters,
sent in the DSM-KROOT message, as per section 5.2. The verified TESLA root key can then be stored
and used for the verification of the TESLA chain kéys broadeast within the MACK message, as per
section 5.4.

DSM-PKR DSM-KROOT

Merkle tree Public Key Digital signature
root verification verification

Verified Public Verified TESLA
Key Root Key

Data retrieved
from GSC

Figure 2. Verification of the public key and TESLA root key

41.1.2 Warm Start

If the receiver has stored a previously verified public key, and as long as it has been stored according
to the requirements stated in section 0, the following steps shall be followed.

The receiver shall retrieve the DSM-KROOT message and verify that the public key ID (PKID) contained
in the DSM-KROOT message corresponds to the one of the stored public key:
e If the PKID values are equal, the receiver can use the stored public key;
o If the values are different, the receiver shall discard the stored public key and retrieve a new
one, from the GSC OSNMA server or from the DSM-PKR message. In the latter case, it shall
also verify the public key as described in section 5.1.
If the PKID of the DSM-KROOT matches the one of the stored key, the receiver shall verify the DSM-
KROOT with the stored key:
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e If the verification fails, the receiver shall retrieve a new public key, from the GSC OSNMA server
or from the DSM-PKR message. In the latter case, it shall also verify the public key as described
in section 5.1.

o If the verification is successful, the receiver can use DSM-KROOT data (TESLA root key and
chain parameters).

4.1.1.3 Hot Start

If, in addition of a stored public key, the receiver also possesses previously verified TESLA key and
chain parameters, it does not have to retrieve the DSM-KROOT message. The receiver shall attempt to
verify the received TESLA chain key with the stored key, being this either the TESLA root or a previously
verified TESLA chain key, as per section 5.4.
e If the verification is successful, the receiver shall use the stored material for the data
authentication.
o If the verification fails, the receiver shall retrieve the DSM-KROOT message, and verify it with
the stored public key, as per section 5.2.
o If the verification is successful, the receiver can use the retrieved FESLAxoot key and
KROOT parameters.
o If the verification fails, the receiver shall retrieve a new public key, from the GSC
OSNMA server or from the DSM-PKR message. In the latter case, it'shall also verify
the public key as described in section 5.1. Once this is daone, it shall proceed to verify
the retrieved DSM-KROOT message.

4.1.2 Processing of the Authentication Material

To authenticate a navigation data set, the user identifies the requiredtagrand retrieves it, as explained
in section 5.5.1. The ADKD type of the retrieved tag is vefified@gainst the ADKD sequence defined in
the MAC look-up table (MACLT), as described in section 5:5:2. If same of these ADKDs are defined as
flexible (i.e. they are not fixed for the given chain) their Tag-Infe'sections can be verified through the
MACSEQ verification, as detailed in section 5.5.3.{ThesTESLA key applicable for the tag verification is
retrieved as per section 5.5.4 and verified as per section 5.4, with the verified TESLA root key or with a
TESLA chain key previously verified. The verified TESEA‘chain key is then used for the verification of
the tag, as per section 5.5.5. It can alsobe,used for the verification of successive TESLA chain keys,
acting recursively as new verified elements within the TESLA chain. The navigation data is authenticated
as a result of successful tag verifications as perggection 5.5.6.

Verified TESLA
root key

MACLT & MACSEQ
verification

MAC Lookup
Table

Navigation Tag
message verification

Navigation data
authentication

Figure 3. Verification of the TESLA chain key and tags
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4.2 NMA Status

The result of the OSNMA authentication process is conditioned by the status of the NMA, which is
reported in the NMAS field of the NMA Header. This value, which is the same for all satellites, shall be
monitored by the receiver, and may require specific operations, as described below.

4.2.1 Monitoring of the NMA Status

The NMA status field can be set to three different values:
o “Test’, to indicate that OSNMA is provided without any operational guarantees.
e “Operational’, to indicate that OSNMA is provided according to the specifications.
e “Don’t Use”, to indicate that the receiver shall not perform navigation data authentication.

Before being interpreted, the NMA status shall be verified. The NMA status can be verified in two ways:
¢ Inthe tag verification, described in section 5.5. Thus, every time a tag is verifiedythe NMA status
is verified as well.
e Inthe TESLA root key signature verification, described in section 5.2. As part of this verification,
the Chain ID and CPKS flags, which may indicate that the cryptographicymaterial is being
renewed and revoked as defined in [AD.2], are also authenticated.

The user processing OSNMA data is required to verify the NMA“status \through the retrieval and
verification of the TESLA root key signature at least once every hour[TBC]. In‘theicase the NMA status
is set to “Don’t Use”, the retrieval and verification of the TESLA foot key:Signature, authenticating as
well the Chain ID and CPKS flags, shall be immediately performed.

These flags may indicate that the cryptographic material relativé to the TESLA chain and to the public
key are being revoked or renewed, as detailed in [AD.Z2].

422 “Test” and “Operational” Status

The CPKS field can be set to five different values that shall be interpreted in combination with the NMA
status. The possible combinations of CPKS,and'NIMA status set to “Operational” or “Test”, together with
their interpretations and the operations(the receiver shall perform, are presented in Table 2. This table
shall be read together with the descriptionof thesrenewal and revocation processes provided in [AD.2].

The cryptographic material defined inythetable as ‘current’ corresponds to that applicable for the tag
verification, as defined by the €ID fieldfor the TESLA chain in force (indicated in the NMA header) and
by the PKID field associatéd to'the public key in force (indicated in the DSM-KROOT), reported in the
third and fourth columns. Mere detailed information of the renewal and revocation of the OSNMA
cryptographic materiahcan be found im[AD.2].

NMA sta£ QKWCID Required operations

The navigation data shall be authenticated using the current

Operationalf

Test Nominal™ |p i TESLA chain material (CID = i). The TESLA chain material
consists of the TESLA root key and the TESLA chain parameters.

End of The current TESLA chain (CID = i) is coming to an end. The

Chain receiver shall retrieve the new TESLA chain material (CID = i')

(EOC) sent in the DSM-KROOT message and verify it with the public

Operational/ key (PKID=p) as per section 5.2. This material (CID = i') will be
Test P ! used to authenticate the navigation data from its time of

applicability, as defined in [AD.2]. Before that, while the CPKS
flag is set to ‘EOC’, the navigation data shall still be authenticated
using the current TESLA chain material (CID=i).
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NMA status | CPKS |PKID |CID | Required operations
A previous TESLA chain (CID =) has been revoked and shall be
discarded.
Chain If the receiver does not possess the current TESLA chain material
Revoked |p i' |(CID =1, it shall retrieve it in the current DSM-KROOT message
(CREV) and verify it with the public key (PKID=p) as per section 5.2.
The navigation data shall be authenticated using the current
TESLA chain material (CID = /).
The public key (PKID=p) is being renewed. The receiver shall
retrieve the new public key (PKID=p"), either from the DSM-PKR
message and verify it as per section 5.1, or from the GSC
D i OSNMA server.

When a DSM-KROOT message is retrieved, it shall be verified
with the current public key (PKID=p) and the navigation data shall
be authenticated using the current TESLA chaimmaterial (CID =

Operational/
Test

New

. . i).
Operational/ | Public - — -
Test Key The public key (PKID=p) has been renewed. The receiver shall

(NPK) retrieve the new public key (PKID=p"), eitherfrom the DSM-PKR
message or from the GSC OSNMA sefverln the first case, the

receiver shall verify DSM-PKR message as per section 5.1.

p i The receiver shall discard the previouspublic 'key (PKID=p) and

shall verify the retrieved DSM-KROOT 'message with the current

public key (PKID = p’) as per section 5.2.

The receiver can then authenticate the havigation data using the

current TESLA chain material (CID_=1).

The previous public keysp has been revoked and shall be

discarded. The TESLA«Chain/material associated to this public

key (CID =) shall’alsobe discarded.

If the receiver doesgnet possess the current public key (PKID =

p), it shallfretrieve it injthe current DSM-PKR message and verify

it as pefisection 5.1,.0r retrieve it from the GSC OSNMA server.

If the receiver does not possess the current TESLA chain material

(CID =) asseciated with (PKID = p?), it shall retrieve it in the

current DSM-KROOT message and verify it as per section 5.2.

The navigation data shall be authenticated using the current

TESEA«Chain material (CID =1i).

Table 2. Operations associated with the NMA status “Operational/Test”

Public
Operational/ |Key .
Test Revoked P
(PKREV)

Note that while the NMA status is set to “Operational” or “Test”, the continuity of the navigation data
authenticationgprocess is maintained. In addition, once a key with a certain PKID is in force, any key
with a lower PKID is considereéd not in use by the system (as per [AD.2]). Therefore, DSM messages
with a PKID lowerthanithat in force shall be rejected.

Note that if a DSM-KROOT message is to be verified with a public key p’ that the receiver does not
possess, and suchrthat PKID(p’) > PKID(p), p being the trusted public key stored in the receiver:
e If the CPKS flag is to NPK or PKREV, the receiver should get the new DSM-PKR message for
p’, authenticate p’ and replace the public key.
o If the CPKS flag is set to “Nominal”, the receiver may have been switched off for a long time
and thus may have missed the PK update. The receiver may either get p’from the GSC OSNMA
server, or get a DSM-PKR message transmitted by the SIS and verify it.

4.2.3 “Don’t Use” Status

When the NMA Status is verified to be set to “Don’t use”, the receiver shall not perform navigation data
authentication. The retrieval of new OSNMA material can be carried out, as described in Table 3. This
table shall be read together with the description of the renewal and revocation processes provided in
[AD.2].
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NMA CPKS |PKID [CID |Required operations
status
Don’t use |Nominal |p i The receiver shall not perform navigation data authentication.
The current TESLA chain (CID = i) is revoked and the material
Chain asspciated to this chain sha'll be dis_carded. The receiyer shall
Don't use |Revoked |p i retrieve the new TESLA chain matgrla! (CID = i) sent in a new
(CREV) DSM-KROOT message and verify it with the current public key
(PKID=p), as per section 5.2.
The receiver shall not perform navigation data authentication.
The previous public key (PKID=p) is revoked and shall be
discarded, along with its associated TESLA chain material (CID
Public =1i). The receiver shall retrieve the current public key (PKID = p),
Don't use Key o i either from the GSC OSNMA server or in the DSM-PKR message
Revoked and, in the latter case, verify it as per section 5.1.The receiver
(PKREV) shall also retrieve the new TESLA chain material (CID = i') and
verify it as per section 5.2.
The receiver shall not perform navigation data,authentication.
Table 3. Operations associated with the NMA status “Don’tUse”
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5 Overview of Cryptographic Operations

This section presents an overview of the cryptographic operations that shall be performed in order to
authenticate navigation data using Galileo OSNMA data. Further details on these operations are
provided in [AD.2].

5.1 Verification of the Public Key Retrieved from the SIS

The public key retrieved from the SIS within the DSM-PKR message (as explained in section 3.2) shall
be authenticated against the stored Merkle root using the Secure Hash Algorithm (SHA). This procedure
is summarised in Table 4.

Public Key verification . N
Inputs e Message obtained by concatenating the public key type (NPKT), the
public key ID (NPKID) and the public key (NPK) itself, as described in
[AD.2]
¢ Intermediate nodes received in the DSM-PKR message [AD.2]
e Merkle root, stored in the receiver.

Cryptographic Hash function used to build the Merkle tree:
functions e SHA-256 [6],[10]
e SHA3-256 [6]?

Schematic

M Merkle tree Computed

essage computation Merkle root
Compare
Intermediate
nodes
Stored Merkle
root

Output o If_the coamputed tree root matches the stored root, the public key is

verifiech, The"public key can be used to verify the TESLA root key, as
per section 5.2.

e Otherwise, the verification fails. The public key shall be discarded. The
navigation data cannot be authenticated. The event shall be logged and
reported at application level.

Table 4. Description of the public key verification process

As explained“in [AD.2], based on the message ID (MID) provided in the DSM-PKR message, the
message is associated to a leaf m; of the Merkle tree, and the associated intermediate nodes (ITN) x;;
can then be usedto compute the Merkle root x,,, using the relationship between nodes described in
[AD.2].

An example of the tree root computation is provided in Figure 4, assuming that the MID = 0, meaning
that the message is associated to the first leaf myand that the provided intermediate nodes are (x4,
X11, X21, X31), @s defined in [AD.2].

2 The system might use in future SHA3-256 for the tree generation.
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Computed tree
root D Intermediate nodes provided in the DSM-PKR

D Computed intermediate nodes

AN A

Xoz3 Xo,

Xo,2 Xo,2 Xo,4 Xp5 Xo,6 Xo.7

Figure 4. Verification of the public key through t

X1,4 X15 X16 X1,7
9
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5.2 Verification of the TESLA Root Key

The TESLA root key, chain cryptographic functions, TESLA chain key length, tag length, and other
TESLA chain parameters are received in the DSM-KROOT message and verified using the Elliptic Curve
Digital Signature Algorithm (ECDSA), as summarised in Table 5.

Root Key verification

Inputs e Message produced by concatenating some of the fields from the
DSM-KROOT message, as described in [AD.2].

o Digital Signature (DS) obtained within the DSM-KROOT message, as
described in [AD.2]

e Public key (PK), retrieved as per section 3.2.

Cryptographic Signature algorithm / Hash function combinations:
functions e ECDSA P-256 / SHA-256 [4]

e ECDSA P-521/ SHA-512 [4]
The applicable function is specified in the New Public Key Type (NPKT) field
of the DSM-PKR message [AD.2] and is provided on the GSC OSNMA server
in case the public key is retrieved there.

Schematic —
/ Digital /

Sighature

Hashing Sighature
/ Message function algorithm
/ Public Key /
Output e If thelsignature algorithm confirms that the received digital signature

iswvalid, the verification is successful. The NMA Status, chain ID and
CPKS\fields are verified, as are the TESLA root key and the TESLA
chain parameters. These parameters can be used to verify the TESLA
chainkeys (as per section 5.4).

e\ Otherwise, the verification fails. The TESLA root key, TESLA chain
parameters and flags are not verified and shall be discarded. The
navigation data cannot be authenticated. The event shall be logged
and reported at application level.

Table 5. Description of the TESLA root key verification process
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5.3 Determination of the GST Sub-frame

As further detailed in sections 5.4 and 5.5, the GST of the sub-frame GSTg; in which the TESLA chain
key and the tags are retrieved is needed for their verification. GSTs can be computed in one of two ways,
as per the next sub-sections.

5.3.1 GST Retrieval and Verification from the SIS

The GST of the sub-frame, GSTsz, can be derived from the GSTS* retrieved from the SIS, either from the
I/NAV word type 5 or from the word type 0 (Spare Word). For E1, this is the E1 sub-frame start minus
1 second. The Secondary Synchronisation Pattern (SSP) may also be exploited [AD.1].

The retrieved GSTS'S value shall be verified against the receiver local realisation GST?*, to ensure that:

T,
|GSTS!S — GSTR*| < % Eq. 1

In case that only slow MACs are processed, the following condition shall be verified instead:
T, + 300

|GSTSS — GSTR¥| < — Eq. 2
Where T}, is the receiver time synchronisation requirement defined within the section 2.1. If this condition
is not verified, the user shall not process OSNMA data.

The GST of the sub-frame, GSTgr, used in the TESLA chain key and tag,verifications, can then be
computed as:

Eqg. 3

GSTSIS™NGST,
GSTer = GSTy + 30 - |—4——°

30
Where:
e |n] is the floor operator, indicating the greatest integerléss than or equal to n;
e GST, is the time of applicability of the TESLA chain'inforce, as per [AD.2], expressed in seconds.

5.3.2 GST Sub-frame Propagation

The GST of the sub-frame can also be propagated internally by the receiver, based on the fixed structure
of the OSNMA data. In that case the GST§, willbe incremented by 30 seconds every time a new sub-
frame is being retrieved. The injtial'Value of GSTs to be propagated shall be computed from the GSTSS
retrieved from the SIS and verified, as per section 5.3.1

Page 19
© European Union 2022
Document subject to terms of use and disclaimers p. i-ii
OSNMA Receiver Guidelines for the Test Phase, Issue 1.1, October 2022



5.4 Verification of the TESLA Chain Key

5.4.1 TESLA Chain Properties

As explained in [AD.2], the keys used for the verification of the tags are part of a one-way chain. Keys
from the same chain are related in such a way that each key can be re-constructed by applying a function
F to the next transmitted key, as in the following equation:

K; = F(K}41) = trunc (lk' haShchain(KI+1”GSTSF,1||a)) Eq. 4

Where:

e [ isthe index of the key in the TESLA chain, computed as per [AD.2];

e [, isthe TESLA chain key size defined [AD.2];

e hash.i, IS the specific hash function used for the TESLA chain as indicated in the HF field
defined in [AD.2]3;

e GSTs, is the Galileo System Time at the start of the 30-seconds sub-frame in‘which the TESLA
chain key K; is transmitted, computed as per section 5.3 and in the format WN (12bit) and TOW
(20bits);

e  is the unpredictable chain pattern defined in [AD.2];

o trunc(L,]) is the truncation function retaining the L most significant‘bits (MSB)of'the input I.

5.4.2 Number of Recursive Operations

Given the previously mentioned properties of the TESLA chain, a TESLA chain key K, can be verified
against a previously authenticated key belonging to the same TESLA/chain, K;, where ] <I, by
recursively applying the function F. The number of times the function“shall be applied to perform the
verification is equal to the difference between the positions of the two keys in the chain, such that:

— -
K; = F5SLK)) Eq.5
Where:
e [ isthe index of the key to be yerified in‘the TESLA chain, computed as per [AD.2]. The GSTgg
used in the calculation is derived as per section 5.3
e Jis the index of the previously vérified key in the TESLA chain, computed as per [AD.2]. In the
case the TESLA root kéy Kp,is useds/ = 0.

This concept is further illustrated,in Figure 5.

I ¢, Y (P

Figure 5. TESLA chain key

The function“E"shall be/applied recursively exactly (I — J) times to consider the verification successful.

5.4.3 Verification Process

The TESLA chain key verification is performed by means of a SHA cryptographic function, as
summarised in Table 6.

3 Note that hash.,,;, takes as input a message that fits an integer number of bytes, and if that is not the case, it
needs to be zero-padded, as explained in [AD.2].
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TESLA key verification

Inputs e Message produced by concatenating the TESLA chain key provided
in the MACK message, the Galileo System time GSTsg computed as
per section 5.3 and expressed in the format WN (12bit) and TOW
(20bits), and the unpredictable chain pattern a, as defined in [AD.2]

e A verified TESLA key: the TESLA root key (KROOT) verified as per
section 5.2 or a previously authenticated TESLA key from the same
chain.

Cryptographic Hash functions:

functions e SHA-256 [5]

e SHA3-256 [6]

The applicable function is specified in the Hash Function (HF) field of the DSM-
KROOT message [AD.2].
Schematic
Computed
/ Message /L) ‘/ TESLA key
Verified TESLA
key

Output e If the computed TESLA key matches the verified TESLA key, the
verification is successful. The'verified TESLA chain key can be used
for the verification ofithe tag'as,pef section 5.5 and for the verification
of successive TESLA chaimkeys.

e Otherwise, thefverification fails. The TESLA chain key is not verified
and shall befdiscarded. . The event shall be logged and reported at
application level.

Table 6. Description0f the TESLA chain key verification process
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5.5 Verification of the Tag and Authentication of Navigation Data

As mentioned in section 4.1.2, the authentication of the navigation data is carried out in several steps:

e The user identifies the tag required to authenticate the navigation data and retrieves it, as per
section 5.5.1;

e The user verifies the ADKD of the retrieved tag against the fixed sequence defined by the
MACLT, as per sections 5.5.2 and 5.5.3;

e The TESLA chain key, applicable for the verification, is retrieved and verified as per section
5.5.4;

e The verification of the tags and the authentication of the navigation data are then performed as
per sections 5.5.5 and 5.5.6.

Based on the successful verification of the tags, the data navigation can be authenticated as per section
5.5.6.

5.5.1 Identification of the Applicable Tag

The navigation data retrieved in sub-frame transmitted at time GSTsr is authenticated by the tags
transmitted in the next sub-frame transmitted at time (GSTsr + 30 sec). Different parts ofsthe navigation
data are authenticated by different tags, as specified by the tag ARKD type, fof different satellites, as
specified by the tag PRN, field.

Provided that all the prescriptions described here and in [AD.2] are respected, and in particular the fixed
link between a tag and the data it authenticates (as discussed above),users can exploit all the properties
of the Galileo I/NAV message as they are described in [AD A} in‘order te.optimise the performance. An
example is the repetition of clock and ephemeris data (unambiguously identified by an 10Dnav) and
including Reed-Solomon information provided within word typés 17-20. In any case, a tag received in a
certain sub-frame shall never be used to authenticate’navigation,data retrieved after the transmission of
the last bit of the last Tag-Info field received in that sub-frame.

To be noted, that depending on its needs, a feceiver maygprocess all transmitted tags or only a subset
of them. As an example, a user can decide ‘to, process only tags with an ADKD = 0 in order to
authenticate only I/NAV ephemeris, clock andsatellite health data.

5.5.2 Tags Sequence Verifigation

In order to verify a tag, the réceiver shall first verify that its associated ADKD corresponds to the one
predefined in the MAC Logk-upTable [AD.2]. The entry value to the MAC Look-up Table is provided by
the MACLT field of the DSM-KROQT message and is fixed for a given TESLA chain.

The MAC Logk-up Table,can define some slots in the tag sequence as flexible (‘FLX’), which means
that the ADKD values, of these tags are not fixed and can be allocated dynamically. The Tag-Info field
of these tags is_then authenticated using the MACSEQ, as described in section 5.5.3.

If the ADKD type of @ received tag differs from the one defined in the MAC Look-up Table sequence,
the tag shall be discarded.

5.5.3 Flexible Tags Sequence Verification

To exploit the tags defined as flexible in the MAC Look-up Table, the MACSEQ verification shall be
performed to verify the authenticity of the associated Tag-Info sections. The MACSEQ is verified with
the same key and MAC function as the Tago in the same MACK message [AD.2], as summarised in
Table 7.
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MACSEQ verification

Inputs e Message produced by concatenating fields as described in [AD.2]

e MACSEQ received, as described in [AD.2]

e Applicable TESLA chain key, as specified in 5.5.4, verified as
described in section 5.4

Cryptographic MACSEQ verification algorithm:
functions e HMAC-SHA-256 [7]
e CMAC-AES [8], [9]
The applicable function is specified in the MAC Function (MF) field of the
DSM-KROOT message [AD.2].

Schematic
Message MAC algorithm Computed
g and truncation MACSEQ
Compare
Verified TESLA _
chain key
Received
MACSEQ
Output e If the locally computed MACSEQ matches the received MACSEQ,

the verification is successful. ThelELEX tags'sequence is verified.

e Otherwise, the verificationffailsy, Theyrelated flexible tags shall be
discarded. The event shall be logged and reported at application
level.

Table 7. Description of the MACSEQ verification process

5.5.4 Identification of the Applicable TESLA Chain Key

A tag retrieved in a certain MACK message, has te be verified with the TESLA chain key broadcast in
the next MACK message, as specified(in [AD.2]. Itisrimportant to note that, given the properties of the
TESLA chain keys mentioned in section 5.1, even if the receiver did not retrieve the key required for
the verification from the SIS, it canycompute this key from any retrieved key which has a subsequent
position in the chain. A TESLA(chain‘key shall be verified as per section 5.4 before being used for the
tag verification.

5.5.5 Tag Verification

The tag verification is performed to verify the authenticity of the navigation data it is associated to. A
summary of the tag.verification scheme is provided in Table 8.

-
Tag verification l

Inputs e Message produced by concatenating fields, as described in [AD.2].
e Tag received in the MACK message, as described in [AD.2]
e Applicable TESLA chain key, as specified in 5.5.4, verified as in section

5.4
Cryptographic MAC verification algorithm:
functions e HMAC-SHA-256 [7]

e CMAC-AES [8], [9]
The applicable function is specified in the MAC Function (MF) field of the DSM-
KROOT message [AD.2].
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Tag verification
Schematic
MAC algorithm
/ Message and truncation Computedtag
Compare
Verified TESLA
chain key
/ Received tag /
Output e |If the locally computed tag matches the received tag, the verification is
successful.
e Otherwise, the verification fails. The tag shall be discarded. The event
shall be logged and reported at application level.
Table 8. Description of the tag verification process
5.5.6 Navigation Data Authentication

Navigation data authentication is achieved after verifying a minimum namber of tag bits, L7", associated
to the same navigation data set. The value of the minimum equivalent-tag, length " is currently equal
to 80 bits. The minimum equivalent tag length L7 may be reduced in future updates of this document
and therefore this parameter should be configurable in the receiver.,

If the tag being used for the authentication has a length I, [Suchdhat I, > L™", then the navigation data
is authenticated if the tag is verified as per section 5.5.5.

If the tag length I, is such that [, < LT", tag accumulation'Shall be performed. The steps below shall be
followed:

The receiver shall accumulate N, tags,'such thatgdg" N, > L7, All tags to be accumulated must
correspond to the same data to be.authenticated. For elements covered by IODnav, the user can
take advantage of the I/NAV message struecture, as presented in section 5.5.1. The receiver
shall also register the sub-frame time GSTsr (computed as per section 5.3) in which the tags
are retrieved.

The receiver shall then ensure that'the registered GSTse values are coherent with the sub-
frames in which the tags are retrieved, e.g. two tags retrieved in two consecutive sub-frames
will have an offsetlef 30'seconds between their GSTse.

Once N, tags have been retrieved and the coherency between the registered GSTse is verified,
the receiver ‘shall verifyathe tags using their associated and previously authenticated TESLA
chain’keys, as described in section 5.5.5.

If one of thepverifications fails, all the tags shall be discarded, the navigation data is not
authenti€ated. If\all the tags are verified, the navigation data is authenticated.

If a tag authentication fails, new navigation data shall be retrieved and tag accumulation restarted.
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List of abbreviations
|

ADKD Authentication Data & Key Delay
AES Advanced Encryption Standard
BID Block ID
CID Chain ID
CMAC Cipher-based Message Authentication Code
CPKS Chain and Public Key Status
CRC Cyclic Redundancy Check
CREV Chain Revoked
DSM Digital Signature Message
DSM-KROOT DSM for a KROOT
DSM-PKR DSM for a PKR
ECDSA Elliptic Curve Digital Signature Algorithm
EOC End Of Chain
GSC European GNSS Service Centre
GST Galileo System Time
HF Hash Function
HKROOT Header and KROOT
HMAC Hash-based Message Authentication/Code
ICD Interface Control Document
10D Issue of Data
ITN Intermediate Tree Node
KROOT Root Key
MAC Message Authentication Code
MACK MAC and Key
MACLT MAC Look-up Table
MACSEQ MAC Sequence
MF MAC Function
MID Message 1D
MSB Most Significant, Bit
NB Number of'Blocks
NMA Navigation Message Authentication
NPK New Public Key
NPKID New Public Key ID
NPKT New Public Key Type
oS Open Service
OSNMA Open Service Navigation Message Authentication
PK Public Key
PKID Public Key ID
PKR Public Key Renewal
PKREV Public Key Revocation
PRN Pseudo Random Noise
PVT Position Velocity Time
SHA Secure Hash Algorithm
SIS Signal In Space
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TESLA Timed Efficient Stream Loss-Tolerant Authentication

TOW Time of Week
WN Week Number
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Annex 1. Examples of OSNMA Verifications
___________________________________________________________________________________________________________________|

This Annex provides a set of OSNMA data with the purpose of supporting developers in their
implementation of the OSNMA protocol with respect to data parsing and verifications using
cryptographic operations.

Al.1 Binary Data Representation Conventions

The hexadecimal string values in the following sections are right padded (LSB) with zeroes whenever
the number of bits of the value to be represented is not a multiple of 8. Strings in hexadecimal and binary
values are always in big-endian bytes order with the bits transmitted first in the MSB position (which
appears to the left of the string). Binary values are prepended by the ‘Ob’ prefix, hexadecimal values are
prepended by the ‘Ox’ prefix, decimal numbers have no prefix.

Al.2 OSNMA Configuration

The test vectors correspond to the OSNMA configuration 7, presented in Annex,2 and,summarised in

the following table.
Parameters Settings Av

Tag size 40 bits

Key size 128 bits

Digital Signature Algorithm ECDSAP=256

Hash Function SHA-256
MAC Function HMAC-SHA-256
MACLT 33

Al1.3 NMA Header

This sectiongeports the'NMA Header to be used for the verifications presented in the following sections.
NMA Header=y00b01010010 (8 bits)

As per [AD.2], the header can be interpreted as follows.

';:ield Field value Interpretation
NMAS 0b01 Test
CID 0b01 1
CPKS 0b001 Nominal
Reserved 0b0 N/A

The header indicates that:
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e the OSNMA is in Test mode (i.e. provided without operational guarantees)

e the TESLA chain in force is the one with ID 1

¢ the public and chain in force are nominal (i.e. no renewal or revocation processes are taking
place).

Al.4 DSM-KROOT

The DSM-KROOT message is reported below.

DSM-KROOT =

0x2150492104790025D3964DA3A2540A4830D139B710A4951D73C19DA22D3612E32DD
C522FD248CT7EA8DD271C757A35039F810405BDDEOS528FFE261389A1643B879E1BDCBS
ADB529333B42D6C387E41EB7DFO91AE20889BC37CCE7B86BE3C023AFCD8D6E7COEDC67

D83 (832 bits)

Al1.4.1 DSM-KROOT interpretation

The following chain parameters are extracted from the first 104 bits of the DSM-KROOT message.

Field Field value Interprm
NBpk 0x2 8 blocks

PKID 0x1 1

CIDKR 0b01 1

Rsvd1l 0b01 N/A

HF 0b00 SHA-256

MF 0b00 HMAC-SHA-256

KS 0x4 128 bits

TS 0x9 40 bits

MACLT 0x27 33

Rsvd 0x0 N/A

WINk 0x479 1145

TOWHk 0x00 0 hours

a 0x25D3964DA3A2 0x25D3964DA3A2

The remaining bits of DSM-KROOT contain the KROOT itself, its digital signature (DS) and a padding
sequence (Pok).

KROOT = 0x540A4830D139B710A4951D73C19DA22D (128 hits)

DS =
0x3612E32DDC522FD248C7EA8DD271C757A35039F810405BDDEOS28FFE261389A1643
B879E1BDCB8ADB529333B42D6C387E41EB7DFO1AE20889BC37CCE7B86BE3C (512 bits)
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Pok = 0x023AFCD8D6E7COEDC67D83 (88 bits)

A1.4.2 DSM-KROOT verification

In order to verify the DSM-KROOT content, the message M is produced by concatenating some of the
DSM-KROQOT fields, as described in [AD.2]. The message to be signed is:

M = 0x5250492104790025D3964DA3A2540A4830D139B710A4951D73C19DA22D (232
bits)

The digital signature can be verified with the following public key, provided here in PEM format:

MFkwEWYHK0ZIzj0CAQYIKoZIzj0DAQCDQGAE+Q2wvmvEdQglsQF60mCEy8skCSiu79vBn
RrKmaPpCJnaMOOvm26Us6ELhebL+g75MAYWAXJI ] 1yRZZwp 68gS3AHwW==

The corresponding hexadecimal value of the public key is:

0x04F90DBOBE6BDF750835B1017A3A6084CBCB240928AFEFDBE] 9D1ACA99A3E90899D
A30E3AFIB6E94B3A10B85E6CBFAAEF9300C96017263972459670A7AF204801F (520
bits)

Note that the public key is broadcast via SIS in compressed ECDSA format, as provided in section
Al1.7.1.

A1.4.3. PDK verification

This section describes the verification 0f the. DSM-KROOT padding bits, Pok. As this verification is not
mandatory, it is not covered in the OSNMA Receiver Guidelines. The description below is provided for
the sake of completeness and in the interest of/the developer.

As per [AD.2], the message hashed forthe verification is composed of the concatenation of the message
M used for the DSM-KROOT verification ‘and of the digital signature DS:

0x5250492104790025D3964DA3A2540A4830D139B710A4951D73C19DA22D3612E32DD
C522FD248€HEA8DD2%1CT7T87A35039F810405BDDEOS528FFE261389A1643B879E1BDCBS

ADB529333B42D6C387E41EBTDFO1AE20889BC37CCE7B86BE3C (744 bits)

The message is_then-hashed with the SHA-256 function, leading to:

0x023AFCD8DOE7COEDC67D83857D956FDFFBO70F728BCO9CE056281980618C12015
(256 bits)

This result is then truncated to the length of Pok and compared bit-by-bit to the received field.

0x023AFCD8D6E7COEDC67D83 (88 bits)

A1.5. TESLA Chain Key

A1.5.1. TESLA Chain Key Interpretation

This section reports some of the TESLA chain keys and their associated index in the chain. It shall be
noted that the key with index O corresponds to the root key transmitted over the DSM-KROOT section,
as explained in section Al.4. The WN and TOW corresponding to the GSTsr of the sub-frame in which
the TESLA chain key is transmitted is also reported.
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Key Index | WN TOW Key (128 bits)
2879 1145 | 86340 | OxDA7A30B12CF716B0O0BA31C6D9B2D21DA
2878 1145 | 86310 | O0x8AC8F29832EE2EB6C6CCFO08F6BD416FC
1441 1145 | 43200 | 0x1256B87E98288C7657ACEB9E0291F523
1440 1145 | 43170 | 0x281A4ED883DS8CED907A10EDAED595A41
12 1145 330 0xD7DEF915D2863BDEAS1A9E2480FD4662
11 1145 300 0xE41CD213C9FE2D2E5B4127857FE3912C
3 1145 60 0x8A50D8884FDOA6298R380EBDEATCA5F2
2 1145 30 0x4235FF797019E2EFD3CRB72780E861FED
1 1145 0 0x17B98FD42A4AFDOEA36DIDA2DEA06B93
0 (KROOT) | 1144 | 604770 | 0x540A4830D1L89B710A4951D73C19DA22D

Note that as per [AD.2], the GSTsr assectiatedyto the, KROOT is GSTo — 30 seconds, where GSTo is the
time provided in the DSM-KROOT, in the fofm of WNk and TOWHk (see section Al.4).

A1.5.2. TESLA ChaindKey Verification

This section describes the verificationdof the second key of the TESLA chain, Kz, against the root key,
Ko.

As a first step; Kz'is usedhto reconstruct Ki, the previous key in the chain. The message to hash for this
step is the/concatenpation ofiKz, GSTsr, and a. Note that, as per [AD.2], GSTsr corresponds to the time
of the sub-framedin which the key being computed, Ki, was transmitted (here WN = 1145 and TOW =0
sec).

0x42358E797019E2EFD3CB72780E861FED4790000025D3964DA3A2 (208 hits)

Note that as the length of the message fits an integer number of bytes, no padding is needed. The
message is then hashed with the HF function (SHA-256) and the following hash is obtained:

0x17B98FD42A4AFDOEA36D1IDA2DE406B93B069B4565EC6DDD47953C94249B669BA
(256 bits)

The first key of the chain, K1, is obtained by truncation, retaining the first KS = 128 bits of the hash:
0x17BO98FD42A4AFDOEA36D1DA2DE406B93 (128 bits)

Another step has to be performed to generate the local replica of the KROOT, Ko. This time, the message
to hash is the concatenation of K1, GSTsr and a. GSTsr is the time associated to Ko, corresponding to
WN = 1144 and TOW = 604770 sec.

0x17BO98FD42A4AFDOEA36D1DA2DE406B9347893A6225D3964DA3A2 (208 hits)
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The message is hashed and the following hash is obtained:

0x540A4830D139B710A4951D73C19DA22D66BC5AED3B67CC874E9D5BCBE1IEL13CFES
(256 bits)

Ko is obtained after truncation:
0x540A4830D139B710A4951D73C19DA22D (128 bits)

The computed Ko local replica can now be verified against the root key obtained from the DSM-KROOT,
performing a bit-by-bit comparison. Note that following these steps, Kz is verified. This implies that the
following key, Ks, can be verified against Kz, without having to hash back to Ko.

Al.6. Tags

A1.6.1. MACK Message Interpretation

The tags are transmitted within the MACK message. The MACK messages transmitted by the satellite
EO1 at WN = 1145, TOW = 0 seconds and at WN = 1145, TOW = 30 sec are reported, below.

0xE094B3FBA533A6A6B55DFEDS05055EBECAE3A8FF40B580AEB1ISAT190578A85B87930
1C6B3E3315F471B0517B98FD42A4AFDOEA36D1DA2DE4Q6B930000 (430 bits)

0x25CAEECF3EEDC68A2BA7BD7A1B05354C3819942408FF5C3DDA4801C61D0CI9ABSESEL
AO0674FEF6A5B221C14235FF797019E2EFD3CB72780E861FEDOG00 (480 bits)

Six tags can be extracted from each of this MACK messagg, they are reported in the following table
along with their position within the MACK message (CTR field), their associated PRNp and ADKD

values.

TOW CTR Tag mND ADKD

0 1(Tago) | 0XEQ094B3FBADS 1 0

0 2 0xA6B55DFEDS 5 0 (Ox0)
(Ox05)

0 3 0x5EBEC4E3AS8 255 4 (0x4)
(OXFF)

0 4 0xB580AEB151 25 0 (Ox0)
(0x19)

0 5 0x78A85B8793 1 12 (OxC)
(0x01)

0 6 O0xB3E3315F47 27 0 (0x0)
(0x1B)

30 1(Tago) | 0x25CAEECF3E 1 0

30 2 0x8A2BA7BDTA 27 0 (0x0)
(0x1B)

30 3 0x354C381994 36 0 (Ox0)
(0x24)

30 4 OxFF5C3DDA48 1 12 (0xC)
(Ox01)

Page 32

© European Union 2022
Document subject to terms of use and disclaimers p. i-ii
OSNMA Receiver Guidelines for the Test Phase, Issue 1.1, October 2022



30 5 0x1DOCOAR8SE 26 0 (0x0)
(Ox1A)

30 6 0x74FEF6A5B2 33 12 (0xC)
(0x21)

In addition, one MACSEQ is transmitted in each MACK block, corresponding to 0x33A at TOW = 0 sec
and OXxEDC at TOW = 30 sec.

A1.6.2. Tag Sequence Verification

As part of the tag verification, its ADKD shall be verified against the one predefined inithe MAC look-up
table. The sequence corresponding to the configuration 7 (MACLT 33) is recalled here.

ID | Msg Nt Sequence S h

33 |2 6 00S, 00E, 04S, 00E, 12S, 00E 00S,,00E, QOE, 12S, OOE, 12E

It can be seen that the ADKD sequence matches the one of the MACLT, and that self-authenticating
tags (indicated with ‘S’ in the MACLT) are associated with PRN.1, or PRN 255 in case of ADKD4. Also,
it can be seen that the order of the two MACK messages is respeeted, as the sequence transmitted in
the first 30 seconds of the GST minute corresponds to thelfirstqpart of the MACLT sequence.

A1.6.3.Associated Navigation Bata

As an example, some of the tags retrieved in‘the sub-frame WN = 1145, TOW = 0 second are verified.
These tags are authenticating the navigation,data transmitted in the previous sub-frame, at WN = 1144
and TOW = 604770 seconds. The following table reports the E1-B I/NAV pages transmitted by EO1, at
the reported times of transmission. They afe used in the following section for the tag verification.

WN tra:isnr:\?ss age y rt E1-B I/NAV page (120 bits)

11444 604771 1 0x021BBA49F42FCOF3FE51AE4SAOEESO
1144 | 47604772 2 0xBF2254A3C97EELAAAAAAGS61E3BFA0
1144 | ,_ 604773 3 0x041B810008002B9D33F67B1067FF40
1144 | 604774 4 0xB1806D5E3975812AAAAAS4AESABFA0
1144 | 604775 5 0x0600000001FFFFFF12907889E25240
1144 | 604776 6 0xB4CE804EDCBE30EAAAAASFFO03FF40
1144 | 604777 7 0x09E3EE5555555555550 0AAAAAAAAS(
1144 | 604778 8 OxAAAAA106C166BB6ARARALD689IB3F40
1144 | 604779 9 0xOAEAAAAAAAAAAAAAAAAAAAQQGBFFCO
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WN tra:s':‘n?sosfion e E1-B INAV page (120 bits)

1144 | 604780 10 | 0x800E569751A8892AAAAAGDSE2BFFAQ
1144 | 604781 11 | 0x00955555555555555555555551E240
1144 | 604782 12 | 0x8E9B7D417076E42ARARAS8DFI0FFA0
1144 | 604783 13 | 0x00955555555555555555555551E240
1144 | 604784 14 | 0x8E9BDIB30A0071AAAARAGADBEIFFA0
1144 | 604785 15 | 0x00955555555555555555555580E240
1144 | 604786 16 | 0x8EOCT2BFI00FSE6ARARAS O 52FFAQ
1144 | 604787 17 | 0x00955555555555555 585 5855 50BS40
1144 | 604788 18 | 0x8E9CCTC64681ARRAAANALAELBFTF4Q
1144 | 604789 19 | 0x00955555555585555585555551E240
1144 | 604790 20 | 0x8E9D68HL 74 IPAFARRARAGOF404TFA40
1144 | 604791 21 | 0x0148®74C8L5AEE1B001BDBI2AR04ACO
1144 | 604792 22 | 0#96MEC108Y05502ARAAAATSCE48BFAQ
1144 | 604793 23 | 0x031BBFFOCB8825C276C2FB8711C300
1144 | 604794 24, 4 0%90DADF120C344E6ARARAAFFS3DBFA0
1144 | 604795 98 | 0x0521A0F80CF000200808F1274F6A80
1144 | 604796 26 | OXxAAAABO6DCA29256ARAAATTEGOSFFA0
11444y 604797 2P | 0x00955555555555555555555551E240
1144 | 9604798 28 | 0x8E9F65475CF0676AAAAAS002053F40
1144 | _ 604799 20 | 0x00955555555555555555555551E240
1145 0 30 | Ox8E9FDA288B40002ARAAAS4625D3F40

A1.6.4. MACSEQ Verification

As no flexible tags are transmitted, the MACSEQ verification is not mandatory. It can however be
performed. As per [AD.2], the message m used for the verification is obtained by concatenating the PRN
of the satellite transmitting the OSNMA data, PRNa, and the GST at the start of the sub-frame, GSTsr,
corresponding to WN = 1145 and TOW = 0 sec.

m = 0x0147900000 (40 bits)
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The MACSEQ is verified with the key of the next sub-frame, Kz, applying the MAC function indicated by
the MF field, HMAC-SHA-256. The result of the MAC function is:

0x33AF2A08A913D9EFFC4BD2598D2AC832F06DD8A3620DCEDC831EEFD596EES74E
(256 bits)

This result is then truncated to the 12 more significant bits, leading to 0x33A. The value is compared bit-
by-bit with the retrieved MACSEQ. As the values are the same, the verification is successful.

A1.6.5. Tags Verification

A1.6.5.1. TagO Verification

This section describes the verification of the tag received in first position (Tago) infthe first of the two
MACK messages provided in section A1.6.1 (WN = 1145, TOW = 0 sec). As peryAD.2], Tago is
associated to ADKDO. The navigation data to be used for the verification shall /e retrieved in the
previous sub-frame, reported in section A1.6.3 and is the following:

ADKDO navigation data =
0x1BA74CE15ACB1B001BDB92AA04D6ACIBBA49F42FCIF3FESIAE4ASAOEEBF221BBFFOC
B8825C276C2FB8711C310DAC6EO4002000AE74CFDI9EC4AL 9FEDCE008683E033C000802

00 (552 bits, 549 bits without padding)

Note that the ADKDO navigation data has been right zero padded in ‘erder to be expressed in
hexadecimal format.

The message m used for the verification is obtained by cancatenatingthe different fields described in
[AD.2]. It is reported below.
m=
0x01479000000146E9D33856B2C6C0O0OFO6E4ARAA8135AB06EE927D0ORF27CFF946B91683
BAFC886EFFC32E209709DBOBEE1C470C436B1B810008002B9D33F67B1067FF718021A
0F80CF00020080 (600 bits)

The message is hashed with the key of the next sub-frame, Kz, applying the MAC function indicated by
the MF field, HMAC-SHA-256. The result ofdhe MAC function is:

0xE094B3FBALS426E2B444EDBLFDB2182B82C16B89EA2EB1121DC65C191C33C37CC
(256 bits)

This result is finally truncated to the tag/length indicated by the TS field, 40 bits.
0xE094B3FBAS (40 bits)

The value computed lacally is then compared bit-by-bit with the retrieved Tago. As the values are the
same, the yeérification is suecessful.

A16.5.2. ADKD4 Verification

This section describes the verification of the ADKD4 tag received in 3™ position in the first of the two
MACK messages provided in section A1.6.1 (WN = 1145, TOW = 0 sec). The navigation data used for
ADKD 4 verification shall also be retrieved from the previous sub-frame reported in section A1.6.3 and
is the following:

ADKD 4 navigation data = 0x00000001FFFFFF12907889E25274CEOOD7FF801C8 (164
bits, 161 without padding)

The message m used for the verification of the tag associated with ADKD4, as described in [AD.2], is
reported below. Note that in the case of ADKD4, PRNb = PRNa is used instead of PRND = 255. Also
note that as the message does not fit an integer number of bytes, a 4-bit zero padding sequence is
added.

m = 0x01014790000003400000007FFFFFC4A41E2278949D338035FFE00720 (224 bits)
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The message is hashed with the chain key of the next sub-frame, Kz, applying the HMAC-SHA-256
function. The result of the MAC function is:

O0x5EBEC4E3A85050C8D73AF075AF9D66E7B24AB5SB3EF06A1469731905BD28FFFFS
(256 bits)

This result is finally truncated to the tag length indicated by the TS field, 40 bits.
0x5EBEC4E3A8 (40 bits)

The value computed locally is then compared bit-by-bit with the retrieved tag. As the values are the
same, the verification is successful.

A1.6.5.3. ADKD12 Verification

This section describes the verification of the ADKD12 tag received in 5th position in'the first of the two
MACK messages provided in section A1.6.1 (WN = 1145, TOW = 0 sec). The navigation data used for
ADKD12 verification is the same as the one used for ADKDO, reported in section A4.6.5.1.

The message m used for the verification of the tag associated with ADKD 12 is reported below.

m=
0x0101479000000546E9D33856B2C6CO006F6E4AA81385AB06EEO2/DOBF27CFFS46B916
83BAFC886EFFC32E209709DBOBEE1C470C436B1B810008002B9D33E67B1067FF71802

1A0F80CF00020080 (608 bits)

The message is hashed with the chain key transmitted withy, 10 sub*frame additional delay,
corresponding to Kiz, applying the HMAC-SHA-256 functiongTheyresult,ofthe MAC function is:

0x78A85B8793FC38BBDI9F5815D85B7DE468E1IBCA48460EF7E8008FEGAE0520BD453
(256 bits)

The result is finally truncated to the tag length, 40 bits.
0x78A85B8793 (40 bits)

The value computed locally is then compared hit-by-bit with the retrieved tag. As the values are the
same, the verification is successful.

Al.7. DSM-PKR

The DSM-PKR is reportedsbelow:

DSM-PKR =
0x70AA1ABBEGSESDB293106BSBC8806F9790E8ACF8DC2D28A6EF6C1IACT7233A9813D3F8
6ES58A50D345FBDAD49835F3363EE4A7262DB738CBDFC399229AE2803679300D6FB21E
4DDF3F8ESI7ASCER1IC6D843F9236707FF11D96F9BASS4BFEAA3A44E56BC8314BA8084
EOCALOIFE595E88F170012F1F5CE71EEEFAB27334283E15935E8E61103F90DROBE 6BDF
750835B1017A3A6084CBCB240928AFEEFDBC19D1ACA99A3E9089962AD4833A51E (1352
bits)

A1l.7.1. DSM-PKR Interpretation

The following public key parameters are extracted from the DSM-PKR message.

Field Field value Corresponding value
NBpp 0x7 13 blocks

MID 0x0 Merkle tree leaf mo
NPKT 0x1 ECDSA P-256
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NPKID 0x1 1

Por 0x62AD4833A51E | O0x62AD4833A51E

The message also contains the compressed ECDSA public key value:

0x03F90DBOBEG6BDEF750835B1017A3A6084CBCB240928AEEFDBC19D1ACA99A3E90899
(264 bits)

It also contains a set of four Merkle tree intermediate nodes. As per [AD.2], the intermediate nodes
transmitted with the Merkle tree leaf mg are Xo.1, X1,1, X2,1 @and Xz 1. They are reported below.

Idx | Node (256 bits) \

Xo1 | OxAA1A8B68ESDB293106B5BC8806F9790E8SACEFS8DC2D28A6EF6CTACT233A981
3D3F

X11 | 0x86E53A50D345FBDAD49835F3363EE4A7262DB738CBDFC399229AE2803679
300D

X21 | Ox6FB21E4DDF3F8ES517A5C5BIC6D843F9236707FF11D96FI9BA954BFEAA3ALS
E56B

x31 | O0xC8314BA8084EOCAIOIESSSES8F1T70012F1F>CE71EEEFAB27334283E15935
EBE6

A1.7.2. DSM-PKR Verificati@h

In order to perform the verification of thesDSM-PKR, the received message is verified against a known
Merkle tree root, which is retrieved from the GSC OSNMA server and is reported below:

0xC5B2A3BD24E819EF82B1 7TACES83COE7F41D34AC9B488CB7CE4D765FDE7DCA0297
(256 bits)

As a first step of the verification, the Merkle tree leaf identified by the MID, mo, is obtained by
concatenating the NPKT, NRKIDand NPK fields, as per [AD.2].

Mg =
0x11LO3F90DBOBE6BDEF750835B1017A3A6084CBCR240928AEEFDBC19D1ACA99A3E9089
9 (272 bits)

This messagesis then hashed to obtain the intermediate node Xo.

Xo0,0=
Ox40CAATID70F7B1D370219674A25721311170A49DE4E4AQOCE4FE328674E01CF750
(256 bits)

This initial node is then used together with the received xo,1 value to compute X1,0, as per the formula in
[AD.2]. The operation is iterated until the Merkle tree root, X4, is obtained. The computed intermediate
tree nodes are listed below.

X1,0=
0x1E12368CFC91AD8560CBF5CAO3ESEC2B19206DAFBE14092D9A4F0F3827428677
(256 bits)

X2,0=
OxES5F968BD94AFI9B4ACCAA34BE782C3F9633D490549DC7889E0ADE61669AD85D26
(256 bits)
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X3,0=
0x707519B194C1513866AD22FD32B228B01B77D479D55F7A27BFODF625096FBD1B
(256 bits)

Xa,0=
0xC5B2A3BD24E819EF82B17ACE83COE7F41D34AC9B488CB7CE4D765FDE7DCAQ0297
(256 bits)

The locally generated Merkle tree root, Xs,0, is compared bit-by-bit to the stored value. As the values are
the same, the received public key and its associated parameters are verified.

A1.7.3. Verification of the PDP

This section describes the verification of the DSM-PKR padding bits, Pop. As this verification is not
mandatory, it is not covered in the OSNMA Receiver Guidelines. The description belew is provided for
the sake of completeness and in the interest of the developer.

The message to be hashed for this verification is the concatenation of the Merkle tree“root and the
Merkle tree leaf, mo, transmitted in the DSM-PKR:

O0xC5B2A3BD24E819EF82B17ACE83COE7F41D34AC9B488CB7CE4D765FDEIDCA0297110
3F90DBOBEG6BDE750835B1017A3A6084CBCB240928AEEEDBC1ODIMACA9OA3ES0899 (528
bits)

The message is then hashed with the SHA-256 function, leading t0:

0x62AD4833A51EED2F0AS5521CDF7280A0C3C7B3788D0OBA54755F4B5B2455D89381
(256 bits)

This result is further truncated to the length of Pop and compared bit-by-bit to the received field.
0x62AD4833A51E (48 bits)
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Annex 2. OSNMA Test Vectors
|

A set of test vectors is provided to the user as a complement to testing with the SIS. These test vectors
enable the assessment of a receiver capabilities to support different OSNMA configurations, as well as
to handle the public key and TESLA chain management processes. The test vectors are provided
separately to this document and their content is described in this Annex. It shall be noted that the test
vectors are provided to assess the correct implementation of the OSNMA protocol logic, and are not
representative of the service performance.

The use of the test vectors, following the implementation of [AD.1], [AD.2] and the requirements from
section 2. of this document, in particular regarding time synchronisation, shall not lead to any
authentication failure. Note that, as when using the data retrieved from the SIS, not all provided data
can be verified. For example, data may not be available to perform the tag verification.

A2.1. Time Synchronisation considerations

In order to use the test vectors, which are set in the past, the receiver is required'to, set its time (local
realisation of GST) to the start time of the test vector, or otherwise the receiveris eéxpected.not to process
them following the checks specified in section 5.3.1. This implies that a mean 10 set the receiver time
independently of the time synchronisation mechanism implementation resulting from section 2.1 shall
be in place to use the test vectors.

The offsetting of the receiver time for testing purpose can also be used to verify the correct
implementation of the GST sub-frame verification (section 5.3i)sAn-offset’between the input data time
and receiver time larger than the requirement shall lead to/OSNMA data not being processed.

It is to be noted that receiver time offsetting shall only be performed as part of testing activities related
to the validation of the OSNMA implementation, as .it'by-passes the time synchronisation requirement
implementation set in section 2.1. Time synchronisation tesGST is always required to perform OSNMA.

A2.2. Format of the Test Vectors

A total of 13 test vectors are provided in attachment to this document, in the folder ‘osnma_test_vectors’.
The structure of this folder is provided 'below.

+---configuration A

| 13 BEC 2020 GST 09 00 Ol.csv
|

+--aconfliguration B

| 17, JAN 2021 GST 08 00 Ol.csv
|

+===configuration C

l 28 FEB 2021 GST 08 00 Ol.csv
|

+=--configuration D

| 20 FEB 2022 GST 08 00 Ol.csv
|

+---EOC_step 1

| 12 JAN 2021 GST 10 00 Ol.csv
|

+---EOC_step 2

| 13 JAN 2021 GST 10 00 Ol.csv
|

+---NPK step 1

| 25 JAN 2021 GST 08 00 Ol.csv
|

+---NPK step 2

| 11 DEC 2020 GST 08 00 Ol.csv
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|
+---NPK step 3
| 12 DEC 2020 GST 08 00 Ol.csv
|
+---0AM
| 23 FEB 2021 GST 09 00 3l.csv
|
+---PKREV_step 1
| 15 DEC 2020 GST 08 00 Ol.csv
|
+---PKREV_step 2
| 15 DEC 2020 GST 10 00 Ol.csv
|
\---PKREV_step 3
16 DEC 2020 GST 08 00 0l.csv

The test vectors are provided in comma-separated value (.csv) format. The name of thefile indicates
the data content and GST time at the start of transmission of the first bit of E1-B I/NAV data stream
reported in the file. Note that the time reported reflects the fact that the I/NAV sub-frame.tfansmitted in
E1-B starts at To + 1 sec, where To is synchronised with the GSTyorigin/modulo 30 seconds, as per
[AD.1].

Each file contains a one-line header, describing the structure of the data, followed by the data:
e The first column indicates the satellite ID for the satellite transmitting’data, as per [AD.1], thus
the file contains one line per satellite;
e The second column indicates the number of navigation hits contained in the report I/NAV
stream;
e The third column contains the I/NAV data stfeam in hexadecimal format (240 bits per page, 60
hexadecimal symbols).

A2.3. Cryptographic material

In addition to the test vectors, the cryptographic material required to perform the verifications is also
provided, in the formats described. in Annex D of [AD.2], in the folder ‘cryptographic_material’. Different
sub-folders are available for thé three, different Merkle trees needed to verify all the test vectors, as
described below. In each folder, the tree root as well as the associated public keys required to use the
test vectors can be found,

+-—#Merkletreel

| | OSNMA MerkleTree 20201126170026.xml

| |

| ++--PKIDO

| | OSNMA PublicKey 20210223090026.pem
| | OSNMA PublicKey 20210223090026.xml
! |

| +---PKID1

| | OSNMA PublicKey 20201126170026.pem
| | OSNMA PublicKey 20201126170026.xml
| |

| +---PKID2

| | OSNMA PublicKey 20201210090026.pem
| | OSNMA PublicKey 20201210090026.xml
| |

| +---PKID3

| | OSNMA PublicKey 20201215090026.pem
| | OSNMA PublicKey 20201215090026.xml
| |

| \---PKID4
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OSNMA PublicKey 20210125090026.pem
OSNMA PublicKey 20210125090026.xml

---Merkle tree2
| OSNMA MerkleTree 20210225091726.xml

|

|

|

+

|

| |

| \---PKIDS
| OSNMA PublicKey 20210225091726.pem
| OSNMA PublicKey 20210225091726.xml
|

\

---Merkle tree3
| OSNMA MerkleTree 20210920133026.xml

|

\---PKID2
OSNMA PublicKey 20210920133026.pem
OSNMA PublicKey 20210920133026.xml

The following table summarise the cryptographic material to be used with the different test vectors. In
the case of a public key renewal or revocation, both the old (PKID) and the new keys«(NPKID) are
indicated. The public key curve, indicated in the Public Key Type (NPKT) is alsofindicated.

Test Vector Merkle Tree PKID va Key Curve

Configuration A 1 2 N/A ECDSA P-256/SHA-256
Configuration B N/A ECDSA P-256/SHA-256
Configuration C N/A ECDSA P-521/SHA-256
Configuration D N/A ECDSA P-256/SHA-256
End of Chain Step 1 N/A ECDSA P-256/SHA-256
End of Chain Step 2 N/A ECDSA P-256/SHA-256
New Public Key Step 1 4 ECDSA P-256/SHA-256
New Public Key Step 2 2 ECDSA P-256/SHA-256
New Public Key Step 3 N/A ECDSA P-256/SHA-256
Public Key Revocation Step 1 3 ECDSA P-256/SHA-256
Public Key Revocation Step/2 N/A ECDSA P-256/SHA-256
Public Key Revocation Step 3 N/A ECDSA P-256/SHA-256

OSNMA Alert Message 1 N/A ECDSA P-256/SHA-256
Table 9:¢€ryptographic material to be used with the different test vectors

N e e N N N N L
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A2.4. Test Vegtors for Different OSNMA Configurations

A total of four test vectors corresponding to different OSNMA configuration are provided. These test
vectors enable the assessment of a receiver capabilities to support different OSNMA configurations, in
terms of tag size, key size, digital signature algorithm used and tag sequence.

A2.4.1. Configuration A

The OSNMA parameters relative to Configuration A are summarised in Table 10.

Parameters Settings

Tag size 40 bits

Key size 128 bits

Number of tags per MACK message (n) | 6

Digital Signature algorithm ECDSA P-256
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Parameters Settings

Nb. of blocks in the DSM-HKROOT | 8

(NBok)

Hash Function SHA-256

MAC Function HMAC-SHA-256
MACLT ID 27

MACLT Sequence

[00S, OOE, 0O0E, 0OE, 12S, 00E];
[00S, OOE, 0O0E, 04S, 12S, 00E]

Merkle Tree

1

Public Key ID

2

Table 10. OSNMA Configuration A

The test vector corresponds to a scenario

A2.4.2. Configuration B

The OSNMA parameters relative to Configuration B are summarisedsinTable 11x

where the NMAS is set to “Test” and 'the CPKS flag to
“‘Nominal”. It starts at 09:00:01 GST on the 13-12-2020 and has a duration of one hour. Note that
following the OSNMA User ICD for the test phase, ADKD4 tags cannot be verified far this configuration.

Parameters Settings u

Tag size 20 bits

Key size 120 bits

Number of tags per MACK message (n) 10

Digital Signature algorithm ECDSA P-256

Nb. of blocks in the DSM-HKROOT (NBpk) 8

Hash Function SHA-256

MAC Function HMAC-SHA-256

MACLT ID 28

MACLT Sequence [00S, OOE, OOE, OOE, 00S, OOE, 00E, 12S, 0OE,
00E];
[00S, OOE, OOE, 00S, 00E, OOE, 04S, 12S, 0OE,
00E]

Merkle Tree 1

Public Key ID 3

Tableyl1l. OSNMA Configuration B

The test vector corresponds’to a scenario

A2.4.3. Configuration C

The OSNMA parameters relative to Configuration C are summarised in Table 12.

where the NMAS is set to “Test” and the CPKS flag to
“Nominal”. It _stafis at'08:00:01 GST on the 17-01-2021 and has a duration of one hour. Note that
following the OSNMA User ICD for the test phase, ADKD4 tags cannot be verified for this configuration.

Parameters Settings
Tag size 40 bits
Key size 192 bits
Number of tags per MACK message (ny) 5
Digital Signature algorithm ECDSA P-521
Nb. of blocks in the DSM-HKROOT (NBpk) 13
Hash Function SHA-256
MAC Function HMAC-SHA-256
MACLT ID 31
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Parameters Settings

MACLT Sequence [00S, OOE, 0OE, 12S, 00E];
[00S, O0E, 00E, 12S, 04S]

Merkle Tree 2

Public Key ID 8

Table 12. OSNMA Configuration C

The test vector corresponds to a scenario where the NMAS is set to “Test” and the CPKS flag to
“‘Nominal’. It starts at 08:00:01 GST on the 28-02-2021 and has a duration of one hour. Note that
following the OSNMA User ICD for the test phase, ADKD4 tags cannot be verified for this configuration.

A2.4.4. Configuration D

The OSNMA parameters relative to Configuration D are summarised in Table 13.

Parameters Settings AL

Tag size 40 bits

Key size 128 bits

Number of tags per MACK message (ny) 6

Digital Signature algorithm ECDSA P-256

Nb. of blocks in the DSM-HKROOT (NBpk) 8

Hash Function SHA-256

MAC Function HMAC:SHA256

MACLT ID 33

MACLT Sequence [00S, 0OQE, 04S, 00E, 12S, 00E];
[00S, O0E, O0E, 12S, 00E, 12E]

Merkle Tree 3

Public Key ID 2

Table@3. OSNMA\Configuration D

The test vector corresponds tofa scenariopwhere the NMAS is set to “Test” and the CPKS flag to
“‘Nominal”. It starts at 08:00:04GST on the 20-02-2022 and has a duration of one hour. This test vector
allows verification of ADKD4 tags.

A2.54Fest Vectots forthe Public Key and TESLA Chain Management Processess

A2.5.1) Chain Renewal

As explained in [AD.2], the chain renewal is composed of two steps. Two test vectors are provided, that
capture the start of each of these steps. These test vectors are independent, requiring the receiver time
to be set to the date and time indicated in each file name. However, the successful verification of both
is required in order to handle the full chain renewal process.

A2.5.1.1. EOC Step 1

This test vector captures the first step of the chain renewal process, illustrated in Figure 6. It starts at
10:00:01 GST on the 12-01-2021 and has a duration of two hours. As per the notation used in [AD.2],
the first number in the KROOT indicates the chain ID (CID) to which the KROOT belongs, and the
second number indicates the ID of the public key (PKID) to be used for the KROOT verification.
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Step 1

AL
- I
NMA status Test
CPKS Nominal | EOC
CID 1
DSM KROOT(1,3) [ kROOT(1,3), KROOT(2,3)
& e >
12-01-2021 12-01-2021 time
10:00:01 GST 11:00:31 GST

Figure 6: EOC Step 1 test vector

At 11:00:31 GST, the CPKS flag changes from “Nominal”’ to “End of Chain”, indicating the start of Step
1. The OSNMA data format during the two hours is according to configuration“A,(CID = 1). The
parameters of the new chain (CID = 2) transmitted in the new KROOT are according to configuration B.

A2.5.1.2. EOC Step 1

This test vector captures the transition to Step 2 of the enddf chain renewal process, shown in Figure
7. It starts at 10:00:01 GST on the 13-01-2021 and has a|duration of two hours. At 11:00:31 GST, the
CPKS flag reverses from “End of Chain” to “Nominal’, indicating the start of Step 2. The OSNMA data
format is as per Configuration A while CID = 1 is in farce. From the'start of Step 2, the format of the data
is as per Configuration B.

Step 2
AL
r ™
NMA status Test
CPKS JEO(, Nominal
cID 1 2
DSM |\ KROOT(1,3), KROOT(2,3) KROOT(2,3)
<& < ->
13-0122021 13-01-2021 time
10:00:01 GST 11:00:31 GST

Figure 7: EOC Step 2 test vector

Note that the tags retfieved at the end of Step 1, before the chain transition, are generated with the next
TESLA key of the chain being renewed. As this key will not be transmitted, these tags shall not be
verified. Verification of these tags with the next key, belonging to the new chain, will lead to failed
verifications. Note that in the future, changes will be introduced to improve the service continuity during
the chain renewal process.

A2.5.2. Public Key Renewal

The public key renewal process is composed of three steps and three test vectors are provided, which
capture the start of each of these steps. They are described in the following sections. These three test
vectors are independent and the receiver time has to be set for each of them according to the time and
date indicated in the file name. Note that previously used cryptographic material (Merkle tree root, public
key) should be discarded and replaced with the applicable material, as indicated in section A2.2.
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However, the successful verification of all three vectors is required in order to handle the full public key
renewal process.

A2.5.2.1. NPK Step 1

This test vector captures the first step of the Public Key Renewal, shown in Figure 8. It starts at 08:00:01
GST on the 25-01-2021 and has a duration of two hours. At 09:00:31 GST, the CPKS flag changes from
“Nominal” to “New Public Key", indicating the start of Step 1. As per the notation used in [AD.2], the
number in the PKR indicates the ID of the public key (PKID) being transmitted.

Step 1
A
': ™
NMA status Test
CPKS Nominal NPK
DSM KrROOT(2,3) KROOT(2,3), PKR(4)
PK in force 3
& < —>
25-01-2021 25-01-2021 fime
08:00:01 GST 09:00:31 GST

Figure 8: NPK Step 1 test vector

The DSM-KROOT for the chain in force is transmittéd in alternation with a DSM-PKR for the new public
key. The OSNMA data format is according to configuration B.

A2.5.2.2. NPK Step 2

This test vector captures the second 'step of the Public Key Renewal, shown in Figure 9. It starts at
08:00:01 GST on the 11-12-2020sand has,a duration of three hours.

Step 2
—A
a ™
NMA, status Test
CPKS NPK
DSM KROOT(1,1), PKR(2) KROOT(1,2), PKR(2)
PK in force 1 2
<& O >
11-12-2020 11-12-2020 time
08:00:01 GST 09:04:31 GST

Figure 9: NPK Step 2 test vector

At 09:04:31 GST, the new public key (PKID = 2) enters into force with the transmission of a new DSM-
KROOT verified with PKID = 2, indicating the start of Step 2. The OSNMA data format is according to
configuration A.
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A2.5.2.3. NPK Step 3

This test vector captures the third step of the public key renewal, shown in Figure 10. It starts at 08:00:01
GST on the 12-12-2020 and has a duration of two hours.

Step 3
NMA status Test
CPKS NPK Nominal
DSM KROOT(1,2), PKR(2) KROOT(1,2)
PK in force 2
< > >
12-12-2020 12-12-2020 time

08:00:01 GST 09:00:31 GST

Figure 10: NPK Step 3 test vector

At 09:00:31 GST, the CPKS flag is reversed from “New Public Key” to “Nominal’ and only the DSM-
KROOT is transmitted, indicating the start of Step 3. The OSNMA data fermat is according to
configuration A.

A2.5.3. Public Key Revocation

The public key revocation process is also composedsfithree steps. The three test vectors that capture
the start of each of these steps are described in the follewing sections. As for the previous sections,
these three test vectors are independent and théreceiver time has to be set for each of them according
to the time and date indicated in the file nameéyHowever, the successful verification of all three vectors
is required in order to handle the full public keyrevocation process.

A2.5.3.1. PKREV Step’1

This test vector captures theirst step of the public key revocation, illustrated in Figure 11. It starts at
08:00:01 GST on the 15-12-2020 and has a duration of two hours.

Step 1
AL
'a ™
NMA status Test DU
CPKS Nominal PKREV
CID 1
DSM KROOT(1,2) PKR(3) , KROOT(2,3)
PK in force 2 3
< O —>
15-12-2020 15-12-2020 time

08:00:01 GST 09:00:31 GST

Figure 11: PKREV Step 1 test vector

At 09:00:31 GST, the NMA Status changes from “Test” to “Don’t Use” and the CPKS flag from “Nominal”
to “Public Key Revoked", indicating the start of Step 1. The OSNMA data format is according to
configuration A.
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A2.5.3.2. PKREV Step 2

This test vector captures the second step of the public key revocation, shown in Figure 12. It starts at
10:00:01 GST on the 15-12-2020 and has a duration of two hours.

Step 2
A
r ™
NMA status DU | Test
CPKS PKREV
cIp 1 | 2
DSM PKR(3), KROOT(2,3)
PK in force 3
¢ <> —
15-12-2020 15-12-2020 time
10:00:01 GST 11:00:31 GST

Figure 12: PKREV Step 2 test vector

At 11:00:31 GST, the NMA Status reverses from “Don’'t Use” to “Test” while the CPKS flag remains set
to “Public Key Revoked", indicating start of Step 2. The aewnIESLA _chain, which parameters are
transmitted in the DSM-KROOT, enters into force and navigation data authentication can be resumed.
The OSNMA data format is according to configuration A.

It should be noted that, as for the case of the TESL/A chainsrenewal, the last tags transmitted at the end

of Step 1 and before the new chain enters intoforceicannot be verified as they are generated with the
key from the chain being renewed, that will ngt,be transmitted.

A2.5.3.3. PKREV Step 3

This test vector captures the thifd Step of,the public key revocation, shown in Figure 13. It starts at
08:00:01 GST on the 16-12-2020 and‘has a duration of two hours.

Step 3
A
s I
NMA"status Test
CPKS PKREV | Nominal
CID 2
DSM | PKR(3), KROOT(2,3) | KROOT(2,3)
PK in force 3
< < —>
16-12-2020 16-12-2020 time
08:00:01 GST 09:00:31 GST

Figure 13: PKREV Step 3 test vector

At 09:00:31 GST, with the NMA Status set “Test”, the CPKS flag changes from “Public Key Revoked"
back to “Nominal”, indicating the start of Step 3. The OSNMA data format is according to configuration
A
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A2.5.4. OSNMA Alert Message

This test vector captures the transmission of the OSNMA Alert Message. It starts at 09:00:31 GST on
the 23-02-2021 and has a duration of one hour. The NMA Status is set to “Don’t Use” while the CPKS
flag is set to “Public Key Revoked". A DSM-PKR is transmitted which contains the OAM, as indicated
by an NPKT = 4. The DSM-PKR content can be verified against the root of the Merkle tree 1.

It should be noted that this test vector is provided so that the user can ensure the proper reception of
the alert message in the DSM-PKR, based on the DSM section. The MACK section of the OSNMA fields
shall be disregarded.
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Annex 3. Receiver Initial Conditions and Fulfilment of the Time

Synchronisation Requirement
________________________________________________________________________________________________________________|

As explained in section 2.1, the security of the OSNMA protocol depends on the fulfilment by the receiver
of the time synchronisation requirement. This requirement can be expressed as function of the receiver
time synchronisation uncertainty B, with respect to Galileo System Time, as follows:

T
B<7L Eq. 6

B is defined such that:

tSSTe [tF* — B; t’* + B] Eq. 7

Where tf* is the time of event i as reported in the receiver local time and tZST is the time of event i as
reported in Galileo System Time.

A receiver with a synchronisation uncertainty with respect to GST,B, such that B/< - +150 sec, can
process slow MAC with a 10 sub-frame delay (ADKD12 from [AD.2]).

T
2

If none of the above conditions on the receiver time synchronisation uncertainty Bfis verified, the OSNMA
protocol shall not be used.

At start up, the receiver may be in one of two states:
e |t has a knowledge of its time synchronisation uncertainty,B,
e It has no time information.

These two cases are discussed in the following sections.

A3.1. Known Time SynchronisationgUncertainty

The first case corresponds, for example, 1o areceiver with an internal Real Time Clock (RTC) running
on battery when the RF section and main GNSS.core are powered down. At the switch on, the receiver
must get information on its time synchronisation uncertainty B, which may be estimated based on the
stability of the clock used. The receiver, canithen proceed as described below:

Process
all ADKD

Process
ADKD =12

B<T/2+150

Figure 14. ADKD processing as a function of the time synchronisation uncertainty

If the time synchronisation requirement is fulfilled (B<T./2), the receiver can process all tags, regardless
of their ADKD types. If the receiver does not fulfil the requirement, it may still be able to exploit the slow
MACs, corresponding to ADKD =12, as illustrated in Figure 14.

To be noted that the timing solution computed with the data authenticated is not itself authenticated.
Therefore, if this time solution is used to re-synchronise the clock (i.e. to reduce B), an associated risk
shall be taken into account.
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A3.2. Unknown Time Synchronisation Uncertainty

If the receiver has no time information, an estimation of the GST and its associated uncertainty shall be
retrieved. Several strategies are possible, for example:
e An external clock can be used;
e For connected users, a secure source can be exploited, e.g., a secure network connection with
a time transfer capability smaller than the synchronization requirement. This condition is
achievable by conventional approaches, e.g., a secured implementation of the Network Time
Protocol (NTP) can usually maintain time to within tens of milliseconds over the public internet,
achieving better than one millisecond accuracy in local area networks under ideal conditions.

Care should be taken to estimate the Galileo System Time and therefore to perform any conversion, if
required, considering any associated uncertainty.

As stated in section 2.1, the security of the protocol relies on the correct synchronisation of the receiver
with the system time. Thus, considerations about the security and associated risks*of accessing the
timing information shall be taken into account.
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Annex 4. Increasing Resilience of Receivers to Spoofing Attacks
and the Role of OSNMA

OSNMA provides means to authenticate navigation data, which can then be used to compute a PVT. It
should be noted though, that as this PVT is computed using non-verified ranging information, it cannot
be considered authenticated. Thus, users can obtain a more robust PVT solution by combining OSNMA
with additional checks in the receiver. It is to be noted that the insertion of OSNMA data within I/NAV
increases the unpredictability of I/NAV data stream itself. In particular, all tags are unpredictable by
definition and, for each sub-frame, the earliest-received key is also unpredictable. The receiver can use
the unpredictability of the I/NAV symbols encoding OSNMA to make the signals more robust against
replay attacks. In addition, some examples of receiver consistency checks are provided below.

At the signal processing level:

e Search and detection of vestigial signals around possibly false tracked signal‘can be carried
out;

e Tracking control loop parametrisation and correlation function can besmenitored.

At the measurement level:

e Consistency checks between the Automatic Gain Control (ACG)and Carrier-to-Noise (C/NO)
values can be performed to detect abnormal power emissions;

e Measurements can be monitored over time to deteCt abrupt changes;

e Receiver autonomous integrity monitoring (RAIM) techniques, including the detection of
measurements inconsistent with the estimated positionjiean be implemented.

At the PVT level:

e The position and velocity solutions ¢an e, monitored over time to detect abnormal values,
sudden changes and trajectoriesdand_dynamics that are not consistent with the vehicle’s
dynamics;

e The receiver can monitor the time solution over time and cross-check it against the performance
of the internal clock.

Beyond the GNSS receiver itself:

e Anti-tampering measures can be put in place to prevent the manipulation of the GNSS receiver
and.antenna,

e Additional sensors (e.g. odometers, inertial sensors) can be used to perform consistency
checks;

e Multiple antennas enable the receiver to detect the presence of counterfeit signal from the
direction of arrival of the signals.
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